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Introduction:

Welcome to Hack Academy'’'s curated OSINT (Open Source Intelligence)
Resource List! Whether you’re diving into the world of investigative
research, looking to expand your skills, or simply curious about how to
gather valuable information from publicly available sources, you’ve come

to the right place.

In today'’'s digital age, the ability to leverage OSINT tools and websites
is more crucial than ever. Whether you're tracking trends, analyzing
social media footprints, or uncovering hidden data, these resources will
empower you to explore the vast ocean of publicly accessible

information.

We've compiled this extensive list to help you get started and give you
access to some of the best tools out there. From searching leaked data
to decoding encrypted messages, these resources will aid you in your

investigations, research, and learning journey.

Let’'s dive in, and as always, use this knowledge responsibly and

ethically!
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Search Engines

PRIVACY-FOCUSED SEARCH ENGINES

1. DuckDuckGo A privacy-respecting search engine that doesn’t track or
store your personal information. Perfect for users who value online
anonymity.

2. Swisscows A secure alternative to Google. Swisscows doesn’t monitor
or save your data, making it ideal for privacy-conscious users.

3. §¥5F¥E§§E A Dutch search engine that emphasizes user privacy by not

logging your searches or personal data.

4. Brave Search Offered by Brave, this search engine focuses on privacy

and neutrality while remaining ad-free.

5. Qwant Based in France, Qwant respects user privacy and offers

unbiased search results without tracking your activity.

GENERAL SEARCH ENGINES

1. Google The world’'s most popular search engine, known for its speed,
vast database, and advanced features like voice search and image

recognition.

2. Bing Owned by Microsoft, Bing offers a visually rich search
experience, including features like image search, shopping
integration, and more.

3. Yahoo! Yahoo's search is essentially powered by Bing but comes with
additional features like news and mail integration.

4. Yandex A leading search engine based in Russia, Yandex is tailored
for Russian users but also offers global search capabilities.

5. Ecosia A unique search engine that uses ad revenue to plant trees
worldwide. Searching with Ecosia helps make a positive environmental

impact.



https://duckduckgo.com
https://swisscows.com
https://www.startpage.com
https://search.brave.com
https://www.qwant.com
https://www.google.com
https://www.bing.com
https://search.yahoo.com
https://www.yandex.com
https://www.ecosia.org

SPECIALIZED SEARCH ENGINES

1. Gigablast A cryptographically-protected search engine focusing on
privacy while offering lightning-fast results.
2. Mojeek A search engine that provides unbiased results without

tracking or personalizing your data.

3. Lycos One of the older search engines, Lycos provides a

straightforward and functional web search experience.

4. UVRX A specialized file search engine that lets you locate files on
platforms like Mediafire, Zshare, 4shared, and more. Perfect for

finding specific resources across multiple file-hosting platforms.

5. DorkSearch A powerful tool for creating prebuilt Google Dorks for

specific use cases. Ideal for advanced search operators.

6. DuckDuckBang A resource for creating custom search operators for

DuckDuckGo, offering enhanced search efficiency.

7. ResearchBuzz Search Gizmos A collection of advanced search tools and
query builders for various use cases. Some tools may require API

keys for access.

KNOWLEDGE-FOCUSED SEARCH ENGINES

1. Wikipedia The free encyclopedia that anyone can edit. It's a

valuable resource for quick information on a wide variety of topics.

2. Ask Formerly known as "Ask Jeeves," this search engine focuses on

answering questions using information from the web and user queries.



https://www.gigablast.com
https://www.mojeek.com
https://www.lycos.com
http://www.uvrx.com
https://www.dorksearch.com
https://duckduckbang.com
https://searchgizmos.researchbuzz.me
https://www.wikipedia.org
https://www.ask.com

Global Directoru of
Search Engines and
HNebh Resources

I Global Search Resources

»Search engines that cover multiple regions and languages
»International directories and meta-search tools

»Multi-language search capabilities

I Asia

East Asia

CHINA

»Baidu - Primary Chinese search engine with features similar to
Google

»Sogou - Major search platform

+SOHU - Portal for email, messaging, news, and shopping

»Sina - Online media and infotainment service provider

»163 - Internet technology company focusing on applications and

services
JAPAN

»Goo - Search engine and web portal specializing in Japanese language

websites
SOUTH KOREA

»Naver - First web portal in South Korea with its own search engine
»Duam - Comprehensive portal offering search, email, messaging,

shopping, and news



South Asia

INDIA

»Rediff - News and entertainment search platform

»IndianKanoon - Legal search engine for laws and interpretations
»123Khoj - Search engine and web directory

»Tazaa - Indian search utilizing custom search technology

»SurfIndia - Business directory with location-based filtering
PAKISTAN

-SearchOye - Web, image, and video search engine
»Pakistanism - Content search focusing on Pakistan-related resources

+Rozee - Job search platform

Southeast Asia

MALAYSIA

+CARI - General-purpose search platform
»Malaysia Central - Comprehensive starting point for Malaysian online
resources

»Malaysia Directory - Claims to be the country's largest portal

SINGAPORE

»Singapore Search Engine - Dedicated to Singapore-related websites

VIETNAM
»CocCoc - Vietnamese-optimized search engine

West Asia

IRAN

»Parseek - News article search engine
»Hasht - Iranian portal and search page

»Iranmehr - Persian search engine with directory services



ISRAEL

»Walla! - Search engine providing news and email services

“ Europe

Western Europe

FRANCE

»Francite - Premier French search engine
+ApocalX - AI-powered French search platform

»MisterFast - Search engine and website directory
GERMANY

»FastBot - German-language search with anonymous browsing options
UNITED KINGDOM

»Various regional and specialized search services

Eastern Europe

RUSSIA

»Rambler - Major Russian portal
»Mail.ru - Comprehensive platform for Russian speakers

»Aport - Goods and services search engine
POLAND

»0net - Major web portal and search platform

“ Americas

Horth America

UNITED STATES

»Specialized regional search engines

-»Government resource directories



»State-specific search platforms
CANADA

»LookSeek Canada - Private search engine without tracking

»LocatorCA - Canadian website search

South America

BRAZIL

+Aonde - Directory and search engine for Portuguese content
»Achei - Brazilian and Latin American content search

»Exploora - Semantic analysis search for Portuguese language

“ Africa and Middle East

Various regional search engines and directories serving specific

countries and regions

“ Specialized Search Types

»Legal search engines
»Job search platforms
»Business directories
»Educational resources

»Government portals

“ Specialized Search Engines

Academic and Scientifhc

»Microsoft Academic - Search engine for academic publications and
literature using semantic search

»WorldWideScience - Gateway to international scientific databases and
portals

»Science.gov - Access to over 60 U.S. scientific databases



-BASE (Bielefeld Academic Search Engine) - Search through academic
web resources

+Google Scholar - Search for scholarly literature across disciplines
»Semantic Scholar - AI-powered research tool for scientific

literature

Data and Computation

»Wolfram|Alpha - Computational knowledge engine providing direct
answers

»DataSearch - Search engine for research data

»Statista - Statistics and business data search platform

»Data.gov - Search through government datasets

Media S5earch

»Internet Movie Database (IMDb) - Films, TV shows, streaming content,
and entertainment information

»fnd.io - Search engine for Apple App Store and iTunes

»Giphy - Search engine for GIFs

»TinEye - Reverse image search engine

»Getty Images - Professional image search

-CC Search - Search for creative commons licensed content

»SoundCloud - Audio and music search platform

»Podcastindex - Search engine for podcasts

Technical and Development

»GitHub - Search engine for code repositories

»Stack Overflow - Programming and technical Q&A search

»npm - Node package search

»Docker Hub - Container image search

»Developer Documentation Search - Search across multiple programming

documentation sites

Alternative Search Approaches

»Million Short - Removes top popular sites from results



»21ingual - Bilingual Google custom search
»DuckDuckGo - Privacy-focused search engine
»Wayback Machine - Historical website search
»StartPage - Private Google search proxy

+Ecosia - Eco-friendly search engine that plants trees

Tools and Utilities

-Keyword Tool - Google autocomplete-based keyword research

»AnswerThePublic - Visual keyword research tool

»Shodan - Search engine for Internet-connected devices

»Archive.org - Digital library of websites and other cultural
artifacts

»There Is A Bot For That - Search engine for chat bots across

platforms

Specialirzed Knowledge

»WikiIndex - Directory of wikis across various subjects
»Patents.google.com - Patent search engine

»Lexis Advance - Legal research platform

»PubMed - Medical and biological research search

»arXiv - Scientific paper preprint search

Business and Commerce

»Crunchbase - Company and business data search
»LinkedIn - Professional network search
»Indeed - Job search engine

»Bloomberg - Financial information search

»Yelp - Local business search

Meta Search Engines

»Dogpile - Combines multiple search engine results
+MetaCrawler - Aggregates results from major search engines
»Carrot2 - Clustering search engine

»SearX - Privacy-respecting metasearch engine



“ File Search

»FileChef - Direct file search engine
»PDF Drive - Search engine for PDF files
»SlideShare - Presentation search engine
»DocJax - Document search engine

»FileSearching - Search for various file types

“ Social Media Search

»Social Mention - Social media search platform
»Snapchat Map - Geographic social media search
»Reddit Search - Reddit-specific search engine
»Twitter Advanced Search - Detailed Twitter search tools

»Instagram Tags - Hashtag-based content search

“ News and Current Events

»Google News - News aggregation search

»Newslookup - News search engine

+Al1Sides - News from multiple political perspectives
»Factiva - Professional news search service

-NewsNow - Real-time news aggregation

“ Educational Resources

»MIT OpenCourseWare - Search through MIT's free course materials

»0ER Commons - Search for open educational resources

<ERIC - Education research database

»Library of Congress Digital Collections - Historical document search

»Project Gutenberg - Free eBook search



I Emerging Technologies

»Blockchain.com Explorer - Cryptocurrency blockchain search

»NFT Search Engines - Various platforms for finding NFTs

+AI Model Hub - Search for machine learning models

»Quantum Computing Resources - Specialized quantum computing search

tools

I Internet of Things (IoT)

»Thingful - Search engine for IoT devices
»IoT Search - Connected device search platform
»MQTT Search - Search for MQTT brokers and topics

DocumenT and File
Search Tools

I Digital Libraries

»Library Genesis
»The largest free library collection with over 84 million
scholarly journals, 6.6 million books, 2.2 million comics, and
381 thousand magazines
-»Commonly referred to as "Libgen"
»Library Genesis Technical
»Specialized version focusing on technical books, documentation
and whitepapers
+SciHub
»Provides access to millions of research papers and books
»Bypasses traditional access restrictions
-The-Eye

-»0pen directory data archive for long-term preservation



+Hosts over 140TB of data including websites, books, games,
software, video, audio
+Free access to digital archives
+The-EyeDex
+Searchable index of the-eye.eu

»Faster alternative to manual directory searching

“ Presentation Platforms

»SlideShare
»Platform for uploading presentations, infographics, documents,
and videos
-»Supports PowerPoint, Word, PDF, and OpenDocument formats
»Public and private upload options
+Slideshare Downloader
»Tool for downloading Slideshare documents via URL
»SlideServe
»Large collection of searchable PowerPoint presentations

-»Covers various topics

“ Academic Resources

»Directory of Open Access Journals
»0ver 16,000 journals
»6.5 million articles in 80 languages
»Content from 129 countries
~FreeTechBooks
»Database of free computer and IT books
»0pen-access technical content
»CiteSeerX
»Digital library focusing on computer and information science

»Scientific literature search engine



File Search Tools

~Napalm FTP Indexer
»Search and download from public FTP servers
+Advanced FTP search capabilities
+FileChef
»Search for open directories and files
»Includes documents, video, audio, images
»Uses Google dorks for searching
~Palined Open Directory Search
+Keyword-based file and directory search
»Google CSE implementation
»Gdrive Search
»Simple tool for Google Drive file searching
+FilePhish
»0SINT Google query builder
»Designed for document and file discovery
»Created by @aleksanderrr_
+FilePursuit
»Search open directories

»Finds files, documents, books, images, videos

Document Tools

»ManualsLib

+Resource for product manuals

+Keyword and brand search options
~+FreeFullPDF

»Google CSE for scientific publications
~»0Open Directory CSE

»Google CSE for open directories
»GroupDocs Metadata

-Document metadata viewer

»Supports over 50 file types



Book Resources

-ISBNdb
»Comprehensive book data from libraries, publishers,
»Search by ISBN, title, author, or publisher
~ISBN Search
»Book information via ISBN lookup
~0APEN
»Collection of open access books
-WorldCat
»Search for books in public libraries
»Library location finder
»Anna's Archive
»Book cataloging project
»Aggregates data from various sources

»Created by @AnnaArchivist

File Sharing Networks

-»Snowfl

»BitTorrent index keyword search
-ThePirateBay

»Well-known torrent site

»Note: Exercise caution regarding malware
»TorrentSeeker

»Searches over 100 torrent sites

»Torrent proxy and tracker search
»TorLock

»Verified torrent directory
+1337x

»Directory of torrent files and magnet links

»Peer-to-peer file sharing
-BTDigg

»BitTorrent DHT search engine

merchants



Additional Search Tools

-»IntelX File Search

»Professional file and document search engine

~deDigger

»Google Drive keyword search

Historical Archives

-Smithsonian Libraries

Meta Search Engines

Comprehensive Meta Search Tools

Fagan Finder One of the most versatile metasearch tools available.
It allows you to search through search engines, social media
platforms, encyclopedias, libraries, news sites, government

databases, documents, and more—all in one place.

. DogPile A metasearch engine that gathers results from major search

engines like Google, Yahoo!, Bing, and Yandex, along with results

from audio and video content providers.

. A1l in One Combines results from all major search engines into one.

You can even configure and customize your own search engine for more

tailored results.

iZito Aggregates search results from multiple sources, including
Google, Bing, YouTube, Yahoo!, Wikipedia, and more, for a more

comprehensive overview.

. eTools A Swiss-based metasearch engine that queries both Swiss and

international search engines, such as Google, Bing, Brave, Qwant,

DuckDuckGo, Mojeek, and others.

. Zapmeta A close alternative to iZito, Zapmeta pulls together results

from multiple search engines to provide consolidated results.

. WebCrawler The oldest surviving search engine on the internet,

WebCrawler was the first to provide full-text searching


https://www.faganfinder.com
https://www.dogpile.com
https://www.allinone.com
https://www.izito.com
https://www.etools.ch
https://www.zapmeta.com
https://www.webcrawler.com

capabilities. It continues to operate as a basic but functional

metasearch tool.

8. MyAllSearch A multi-engine search platform that compiles results
from Google, Bing, Yahoo!, DuckDuckGo, and more. It offers web,
image, video, news, and blog search options.

9. BizNar A specialized metasearch engine that submits your query to
other search engines, ranks results, removes duplicates, and

delivers high-quality information.

Localirzed or Custom Search Tools

1. I Search From Simulates Google searches from a different location or
device, allowing you to customize settings such as language,

location, and more.

2. U Search From Similar to I Search From, this tool lets you simulate
Google searches as if you were in a different location or using a

different device.

3. Valentin.app A simple tool for generating localized search engine

results pages (SERPs) without needing additional software or tools.

Specialirzed Heta Tools

1. Advangle Build complex queries with parameters like domain,
language, and publication date, and view the results in Google or

Bing. Ideal for advanced searches.

2. GNOD Search Allows you to search multiple engines simultaneously and

compare results side by side.

3. ScrapersnBots A massive collection of OSINT tools that can help you
search for usernames, perform Google image searches, extract URLs,
and more. Perfect for open-source intelligence tasks.

4. Exalead A powerful data discovery and indexing platform, useful for

deep web searches and enterprise-level data gathering.



https://www.myallsearch.com
https://www.biznar.com
https://isearchfrom.com
https://usearchfrom.com
https://valentin.app
https://www.advangle.com
https://www.gnod.com
https://www.scrapersnbots.com
https://www.exalead.com

Similar S5ite Search Tools

1. SimilarSites Enter any website URL to discover similar websites in
terms of content, functionality, or niche.
2. SiteslLike Search for websites similar to a given URL or keyword to

find competitors or related sites.

3. SimilarWeb An excellent tool for finding competitor websites or
analyzing similar websites based on a given URL. Great for market
research.

4. SiteLike A straightforward tool to discover related websites by

entering a URL.

5. Alexa Similar Site Search (Offered by Amazon) A robust tool to find
related websites. A paid subscription unlocks even more detailed

results.


https://www.similarsites.com
https://www.siteslike.com
https://www.similarweb.com
https://www.sitelike.org
https://www.alexa.com

Search Engines

“ Video Search

1. Filmot A video search engine that allows you to search videos using
auto-generated or manually uploaded subtitles. Ideal for finding
specific moments or dialogues.

2. YouTube The largest video-sharing platform in the world. You can
find videos on virtually any topic, from tutorials and entertainment

to educational content.

3. Vimeo A high-quality video-sharing site that supports 4K content. It
also provides tools for post-production, content management,
collaboration, and feedback.

4. EEEE§VIE A robust video and audio search engine that searches across

more than 70 platforms, providing results from diverse sources.

5. Odysee A decentralized video-sharing platform that operates on the
LBRY blockchain network. Known for its focus on freedom of speech
and creator-friendly policies.

6. BiliBili A popular Chinese video-sharing website similar to YouTube,
with a focus on animation, gaming, and pop culture content.

7. GetYarn A unique tool that allows you to find specific video clips

by searching for quotes or keywords.

“ Podcast Search

7. ListenNotes A comprehensive podcast search engine that indexes over
118 million episodes. It also lets you create podcast playlists and

clip interesting sections from episodes.



https://filmot.com
https://filmot.com
https://www.youtube.com
https://www.youtube.com
https://vimeo.com
https://vimeo.com
https://www.peteyvid.com
https://www.peteyvid.com
https://odysee.com
https://odysee.com
https://www.bilibili.com
https://www.bilibili.com
https://getyarn.io
https://getyarn.io
https://www.listennotes.com
https://www.listennotes.com

Code Search

. grep.app A tool that allows you to search for text strings across

more than half a million Git repositories. Perfect for developers

looking for examples in open-source code.

. SearchCode A free search engine for source code that supports 243

programming languages. It helps you find real-world examples of

functions, APIs, and libraries across public code sources.

. SourceGraph A web-based code search and navigation tool that indexes

over a million open-source repositories. Great for developers

working on large projects or exploring public repositories.

. Source Code Search Engine A search tool to locate specific

alphanumeric snippets, signatures, or keywords within the HTML,

JavaScript, and CSS code of web pages.

Blog, Forum, and Image Board Search

. Blog Search Engine A powerful tool for searching blogs online. It

allows you to search for specific blogs, submit your own, or

subscribe to RSS feeds for specific topics.

. WordPress Blog Search A custom Google search engine that helps you

find WordPress blogs and related images using keywords.

. OSINT Blog Search A specialized search tool for finding OSINT (Open

Source Intelligence) blogs, articles, tools, and resources.

. BoardReader A search engine that indexes forums, message boards, and

image boards, making them searchable by keywords. Results include

sites like Reddit, 4chan, and other niche platforms.

Job Search

. Indeed A leading global job search platform that aggregates millions

of job listings. It’'s widely used by job seekers and employers

alike.


https://grep.app
https://grep.app
https://searchcode.com
https://searchcode.com
https://sourcegraph.com
https://sourcegraph.com
https://www.sourcecodesearchengine.com
https://www.sourcecodesearchengine.com
https://www.blogsearchengine.com
https://www.blogsearchengine.com
https://cse.google.com/cse?cx=017576662512468239146:omuauf_lfve
https://cse.google.com/cse?cx=017576662512468239146:omuauf_lfve
https://cse.google.com/cse?cx=017576662512468239146:omuauf_lfve
https://cse.google.com/cse?cx=017576662512468239146:omuauf_lfve
https://www.boardreader.com
https://www.boardreader.com
https://www.indeed.com
https://www.indeed.com

. Monster A well-established job search site that connects employers
with qualified candidates across various industries and locations.
. Glassdoor A platform where employees can anonymously share company
reviews, salaries, and workplace insights. It also doubles as a job

board for finding open roles.

. ZipRecruiter A user-friendly job search engine that lets you browse
millions of job postings by location, industry, and role.
. OSINT Jobs A specialized job board featuring OSINT-related

opportunities worldwide. It’'s regularly updated and tailored for

professionals in open-source intelligence.

Archive Search

Internet Archive A massive digital library offering free access to

books, movies, music, software, and archived websites.

. Wayback Machine A tool provided by Internet Archive that allows
users to view historical snapshots of websites. Perfect for research

or nostalgia.

. Archive.today An archive platform that captures and stores snapshots

of web pages for long-term access.

. MementoWeb Time Travel A meta-archive search tool that consolidates
results from Internet Archive, Archive-It, GitHub, British Library,

and other archival services.

. Google Cache Google maintains cached versions of web pages as a

backup. Add a URL after this link to access the cached version.

. Bing Cache Bing provides cached web pages. Simply search url: in
Bing, click the drop-down arrow beside the result, and select
“Cached.”

iTools More than just an archive site, iTools also analyzes

websites, offering data on traffic, reputation, Alexa rank, and
contact information.
. Arquivo A Portuguese web archive offering access to preserved web

content from as far back as 1996.


https://www.monster.com
https://www.monster.com
https://www.glassdoor.com
https://www.glassdoor.com
https://www.ziprecruiter.com
https://www.ziprecruiter.com
https://osint-jobs.com
https://osint-jobs.com
https://archive.org
https://archive.org
https://web.archive.org
https://web.archive.org
https://archive.today
https://archive.today
http://timetravel.mementoweb.org
http://timetravel.mementoweb.org
https://webcache.googleusercontent.com
https://webcache.googleusercontent.com
https://www.bing.com
https://www.bing.com
https://itools.com
https://itools.com
https://arquivo.pt
https://arquivo.pt

EU Web Archive The official archive of EU institutions, preserving
content from websites hosted on the .eu domain.
. TheOldNet A nostalgia-driven archive that allows users to view how

websites looked in the past.

. Quick Cache and Archive Search A versatile tool for searching cached
and archived versions of websites using various search engines and

archive services.

. Archive Portal Europe Search a wealth of digital archives from

across Europe for names, organizations, and geographic locations.

. CachedPages Enter any URL to view cached or archived versions of the

webpage.

Software Search

Internet Archive Vintage Software Collection A treasure trove of
historical software designed for research, study, and preservation.

Includes programs for rare and obsolete hardware.

. 0ldVersion A database of older software versions for various

applications, drivers, and games. Great for compatibility needs or

nostalgia.

. WinWorldPC An online museum of vintage and abandoned software,
offering downloads and information for classic operating systems and

applications.

. RetroArchive A collection of software and documentation for classic

computing systems, initially focused on CP/M but now expanded to

other platforms.

. Macintosh Repository An archive dedicated to preserving software

from the classic MacOS era.

. DOS Games Archive A collection of over 1,100 DOS games, including

shareware, freeware, demos, and public domain titles.

. Atari Archives Features books, software, and information for Atari

systems and other retro computers.



https://ec.europa.eu/webarchive
https://ec.europa.eu/webarchive
https://theoldnet.com
https://theoldnet.com
https://cybdetective.com
https://cybdetective.com
https://www.archivesportaleurope.net
https://www.archivesportaleurope.net
https://cachedpages.com
https://cachedpages.com
https://archive.org/details/vintagesoftware
https://archive.org/details/vintagesoftware
https://www.oldversion.com
https://www.oldversion.com
https://winworldpc.com
https://winworldpc.com
https://retroarchive.org
https://retroarchive.org
https://macintoshrepository.org
https://macintoshrepository.org
https://dosgamesarchive.com
https://dosgamesarchive.com
https://atariarchives.org
https://atariarchives.org

Newspaper and News Search

7. NewspaperMap An interactive tool for exploring newspaper publishers
around the globe. Zoom into specific areas to view local newspapers.

7. EMM News Search A global news search tool that aggregates articles
from various sources. Great for researching companies or notable
individuals.

7. NewspaperArchive A vast database of newspaper articles from around
the world. Requires a subscription for full access.

7. AllYouCanRead A directory of news sites and newspapers organized by
country and region.

7. BuzzSumo Content Search Analyze any domain and discover its most
popular articles on social media. Includes time filters for better
insights.

7. Newspaper Navigator A Library of Congress tool that contains over
1.5 million newspaper articles with accompanying images.

7. OnlineNewspapers An index of thousands of newspapers worldwide.

“ Paste Sites

7. PSBDMP A paste search tool for finding leaked data such as email-
password combinations, user credentials, and more.

7. Pastebin Search Search across over 33 paste sites with a Google
Custom Search Engine (CSE).

7. Online IDE and Paste Search Engine Search for specific text strings
across IDEs, code aggregators, and paste-sharing platforms.

7. Leaked Wiki A database of scraped pastes, files, and links to leaked
information.

7. Doxbin A controversial platform for sharing and searching personally

identifiable information (PII).


https://www.newspapermap.com
https://www.newspapermap.com
https://emm.newsbrief.eu
https://emm.newsbrief.eu
https://newspaperarchive.com
https://newspaperarchive.com
https://www.allyoucanread.com
https://www.allyoucanread.com
https://buzzsumo.com
https://buzzsumo.com
https://news-navigator.labs.loc.gov
https://news-navigator.labs.loc.gov
https://www.onlinenewspapers.com
https://www.onlinenewspapers.com
https://psbdmp.ws
https://psbdmp.ws
https://pastebin.com
https://pastebin.com
https://onlineide.com
https://onlineide.com
https://leaked.wiki
https://leaked.wiki
http://doxbin.org
http://doxbin.org

Social HMedia

Intelligence
CSOCHINMT

GENERAL SOCIAL MEDIA TOOLS

1. World Social Media Platforms

Explore popular social media platforms by country with this tool

from @osintcombine.

2. EffectGroup
Search for people using their username, email, real name, or phone
number. Build comprehensive dossiers by retrieving data from social
media, breaches, and documents. Requires a paid subscription after
the first search.

3. OnePlus OSINT Toolkit
A versatile toolkit to explore Facebook, Instagram, Twitter, Reddit,
Snapchat, YouTube, Periscope, Twitch, LinkedIn, and more.

4. SMAT (Social Media Analysis Toolkit)
Analyze and visualize trends across platforms like Reddit, Gab,
Parler, 4chan, Telegram, and others.

5. SkylLens
Locate geotagged posts from platforms like Twitter, YouTube,
Instagram, Flickr, and VKontakte on a single map.

6. Export Comments
Export comments and other data to .xls from platforms such as
Facebook, Twitter, Instagram, YouTube, TikTok, VK, Twitch, Discord,
and Steam. Free for up to 100 comments; paid subscription removes
limitations.

7. Synapsint
A unified OSINT research tool that gathers and displays data from
domains, IPs, emails, phone numbers, Bitcoin addresses, and more.

8. RandomTools

A toolkit for searching Facebook, Twitter, Instagram, Reddit, and


https://@osintcombine
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YouTube. Includes functions like finding user IDs and Reddit comment

searches.

. Social-Searcher

Real-time search across platforms like Facebook, Instagram, Twitter,
YouTube, and Reddit. Provides deep analytics without requiring user
login.

SocialBlade

Track user statistics for YouTube, Twitch, Instagram, and Twitter
accounts.

Shreateh Social Media Tools

A comprehensive collection of tools for platforms like Facebook,
YouTube, Instagram, Twitter, and TikTok.

Kriburm

A Russian social media search engine with author and time period
filters.

AussieFinder

Searches across five social media networks for Australian citizens
using a Google Custom Search Engine (CSE).

Social Salary Calculator

Calculate how many followers or views are needed to match a specific
salary.

SignalHire

Find emails and phone numbers with this tool. Requires a paid
subscription.

SocialNetworkHarvester

Collect, analyze, and visualize data from various platforms. Paid
subscription required.

Tagdef

Discover hashtag meanings or contribute your own definitions with
this "Social Media Dictionary."

Alternative Social Platform Search

A Google CSE to explore non-mainstream platforms like Parler, Gab,
Minds, Rumble, JustPaste.it, and more.

IntelTechniques OSINT Tools

An extensive OSINT toolset from IntelTechniques by Michael Bazzell.



20. PhantomBuster
Cloud-based data extraction tool for scraping data from Twitter,
Facebook, LinkedIn, and Instagram. Exports to CSV and JSON formats.
Paid subscription required.

21. HuntIntel
Locate Instagram and Facebook places, VK photos, public Snapchat

stories, tweets, and more by location. Registration required.

PLATFORM-SPECIFIC TOOLS
Bitmoiji
1. BACKMOJI
Retrieve the Bitmoji avatar history by entering a Bitmoji ID and

version number.

Clubhouse

1. ClubhouseDB
Analyze Clubhouse users and clubs through this free database.
2. RoomsOfClubhouse
Search for open and scheduled rooms in the Clubhouse app.
3. ClubSearch
Explore rooms based on keywords.
4. Avatar Reverse Search

Perform reverse face searches across 4.5 million Clubhouse avatars.

Discord
1. DisBoard, DiscordBee, and DiscordServers
Search public Discord servers with these tools.
2. DiscordHub User Search
Locate Discord users using their IDs.
3. UnfURL

Extract additional timestamp details from Discord URLs.



4. Discord Snowflake to Timestamp
Use "snowflake" IDs to determine creation dates for accounts or
servers.

5. Discord History Tracker
Save and view chat history offline. Note: This tool violates
Discord's Terms of Service.

6. Lookup Guru and DiscordName
Enter Discord IDs to view account creation dates.

7. Top.gg
Search for Discord bots.

8. DisTools and DiscordList
Search for server information, including user details and invite
links.

9. Public Flag List

Reference guide for Discord profile badges.

Facebook

1. OSINT Combine Facebook Tools
Efficiently search multiple keywords or IDs simultaneously.
2. 2019 Facebook Breach Search
Explore data from the 2019 Facebook data breach. Requires a TOR or
clearnet proxy.
3. WhoPostedWhat?
Search for posts based on keywords, specific dates, and locations.
4. SOWsearch
Experimental interface for Facebook's search functions.
5. Facebook Matrix
Techniques for advanced searches on Facebook.
6. Search is Back
Find people and events by name, location, relationship, gender, and
more.
7. StalkFace
Analyze Facebook accounts via URLs. Results may vary.
8. Facebook Image Search

Google CSE for finding images on Facebook.
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IntelX Facebook Search

A dedicated Facebook search engine by IntelX.

Lookup-ID

Retrieve Facebook user, group, or page IDs.

Facebook Live Map

Discover live streams by location.

Crowdtangle Facebook Video Search

Meta's tool for searching Facebook videos. Registration required.
Facebook Ads Library

Explore active and archived ads across Meta platforms.

Platform—-S5Specifhc Tools

FLICKR

1.

Flickr Maps

Displays image metadata from Flickr plotted on a map.

2. idGettr
Enter a Flickr photo stream URL to retrieve the Flickr ID number
(works for groups too).
3. Flickr Photopool Contact Network
Analyzes Flickr groups and generates a list of usernames of
participants.
GITHUB
1. GitHub Rater
Rates GitHub profiles using data retrieved from the GitHub API.
2. CommitsTop
A leaderboard of the most active GitHub users, sorted by country.
3. Gitstar Ranking

An unofficial ranking system for GitHub users, organizations, and

repositories based on stars.


https://www.flickr.com/map
https://idgettr.com/
https://www.flickr.com/services/api/
https://github.com/
https://commitstop.com/
https://gitstar-ranking.com/

1. GitHubCompare
Compare two GitHub repositories for insights.
2. GitHub Profile Summary

View detailed statistics and activity for any GitHub profile.
3. SEART GitHub Search

Advanced search engine for GitHub with multiple filters.

4. Gitvio

Access detailed GitHub profile data by entering a username.

5. ReposTimeline
Generate a timeline of repositories and forks for any GitHub user.
6. 0SS Insight

Analyze GitHub developers and repository data based on billions of

events.

GRAVATAR

1. Gravatar Email Search

Search for a Gravatar profile by entering an email address.

INSTAGRAM

1. SearchUsers

Search for Instagram users by name or username.

2. SearchMyBio
Search Instagram bios to find profiles by location, interests, or
other listed details.

3. ImgInn
View profiles, download photos, videos, and stories, and watch
anonymously.

4. InFlact

Analyze public Instagram profiles for detailed statistics and

content.


https://githubcompare.com/
https://profile-summary-for-github.com/
https://seart-ghs.si.usi.ch/
https://www.gitvio.com/
https://repostimeline.com/
https://ossinsight.io/
https://en.gravatar.com/site/abuse/
https://searchusers.com/
https://searchmy.bio/
https://imginn.com/
https://inflact.com/
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. Worldcam

Search Instagram posts by location to view nearby or global posts.

. BearPanther Insta Map

Maps geo-tagged Instagram posts.

. MetaHashtags

Explore Instagram hashtags with analytics, sorting, and export

options.

. Pixwox

Download Instagram photos and videos online.

. Dumpor

View profiles, stories, and tagged posts anonymously and download
content.

Picuki

Search and edit Instagram content without logging in.
Gramhir

Search profiles and hashtags without requiring an account.

StoriesDown

View and download Instagram stories anonymously.

Bibliogram

A simplified view of Instagram profiles with faster loading, RSS
feeds, and no ads (discontinued).

Instadp

View full-size Instagram profile pictures and download photos,

videos, and stories.

InstaFollowers

Extract Instagram user IDs by username.

Find Instagram User ID

Retrieve user IDs directly from usernames.

iGram Downloader

Download images, videos, and IGTV posts via URL.

InstaHunt

Display Instagram posts by geographic location.

InstaNavigation

View Instagram profiles without registering an account.


https://worldc.am/
https://bearpanther.com/instamap/
https://metahashtags.com/
https://pixwox.com/
https://dumpor.com/
https://www.picuki.com/
https://www.gramhir.com/
https://storiesdown.com/
https://bibliogram.art/
https://www.instadp.io/
https://www.instafollowers.co/
https://www.instagram.com/
https://igram.io/
https://instahunt.com/
https://instanavigation.com/

20. Iganony

Anonymously view Instagram profiles and download posts.

21. InstaFreeView

View Instagram profiles anonymously without logging in.

KIK MESSENGER

1. Kik User Information
Retrieve information about Kik users, including their full name,

profile picture, and profile picture's timestamp.

2. KikMe Username Search
Check if a username exists and view basic details like profile

picture and full name.

3. KikUsernames

Search for Kik usernames.

LINKEDIN

1. Recruit'em X-Ray Search

Generates Boolean search strings to find LinkedIn profiles.

2. FreePeopleSearchTool
Locate LinkedIn profiles without needing an account.
3. Chartloop
Visualize an organization's team structure. Paid subscription

required.

4. LinkedIn Prospect Boolean Search

Build Boolean search strings for targeted LinkedIn user lists.

5. LinkedIn User Search

Use a Google Custom Search Engine to search LinkedIn profiles.

6. Lisearcher

Use Boolean search to find public LinkedIn profiles.
7. IntelX LinkedIn Search

Advanced LinkedIn search offered by IntelX.



https://iganony.com/
https://instafreeview.com/
https://ws2.kik.com/user/username_goes_here
http://kik.me/username_goes_here
https://kikusernames.com/
https://recruitin.net/
https://freepeoplesearchtool.com/
https://chartloop.com/
https://www.linkedin.com/
https://www.google.com/cse
https://lisearcher.com/
https://intelx.io/

MASTODON

1.

NOC Social Search

Discover accounts across Mastodon and other Fediverse instances.

2. CommotionMade
Bulk search for Mastodon users using lists of usernames.
3. MastoVue
Browse public timelines and search hashtags.
4. Imagstodon
Search profile images across over 100 Mastodon instances.
5. Fediverse Mapping Project
Interactive map of over 120,000 Mastodon instances.
6. FollowGraph
Analyze the accounts followed by any Mastodon profile's followers.
7. Movetodon
Identify Twitter followers who are also on Mastodon.
OnlyFans
-»0nlyFinder
Search for accounts and images by username, keyword or geographical
location.
-»0nlySearch
Search for OnlyFans accounts via username or keywords.
»FansMetrics
Lets you search for accounts by username and provides metrics and
analytics for a given account.
>FindrFans
Allows you to search by a username, country, and a few different US
states.
>Hubite
OnlyFans profile search, includes a price filter.
»SimilarFans

Search for OnlyFans accounts by category, location or popularity.

Also offers reviews and ratings.


https://noc.social/
https://commotionmade.com/
https://mastovue.com/
https://imagstodon.com/
https://fediverse.party/
https://followgraph.com/
https://movetodon.org/
https://onlyfinder.com
https://onlysearch.com
https://fansmetrics.com
https://findrfans.com
https://hubite.com
https://similarfans.com

»0OnlyFans Law Enforcement Guide

A guide for law enforcement on what to do when dealing with OnlyFans
investigations.
»Sotugas

A directory of OnlyFans creators located in Portugal.

Parler

»Parler Archive
A searchable dataset of the Parler social network. Currently down,

keeping this here in case it goes live again.

»Parler Database

Download the entire Parler database provided by DDoSecrets.

Patreon

»Graphtreon
Provides information and statistics for Patreon accounts such as

earnings, rank, creation date, and more.

Pinterest

»PinGroupie
A massive Group Pinterest board directory with over 29,000 group

boards listed. Also has an advanced search function.

»Pinterest Site Map

A site map of Pinterest users, collections, and topics.

Reddit

-»Camas Reddit Archive Search

One of the best Reddit archives out there. Search for deleted posts


https://onlyfans.com
https://sotugas.com
https://archive.parler.com
https://ddosecrets.com
https://graphtreon.com
https://pingroupie.com
https://pinterest.com
https://camas.reddit.com

and comments. Allows you to search by username, subreddit, date

range, string, or a combination of all.

>Camas Reddit Archive Search #2

Essentially a clone of the above.

»Adhesivecheese Reddit Search

Another clone of the Camas Reddit archive search tool.
>Reveddit

A searchable archive of removed content on Reddit. Search by

username, subreddit, link, or domain.

»Reddit User Analyzer
Helps analyze a Reddit user's account and provides you with various

metrics.

»Reddit Comment Search
Search through comments of a particular Reddit user.
>ReSavr
This site archives deleted comments on Reddit and lets you search
them via keyword.
»Pushshift Reddit Search

A comprehensive search engine and real-time analytics tracker for
Reddit.
»Map of Reddit

A very organized interactive map of subreddits.
»YASIV Reddit Visualization

Search for a subreddit and view an interactive chart of related

subreddits.

»RedditMetis
Enter a username and see recent activity, comment, and submission
summaries, word cloud, and more interesting stats. Data is generated
from the last 1000 comments and submissions.

>Redective
Search for a username or subreddit and view in-depth statistics

about it.

»The-Eye Subreddit Archive
A collection of archived subreddits from the-eye.eu. Includes some
NSFW subreddits.


https://archive.camas.reddit.com
https://adhesivecheese.com
https://reveddit.com
https://reddituseranalyzer.com
https://redditcommentsearch.com
https://resavr.com
https://pushshift.io
https://redditmap.com
https://yasiv.com
https://redditmetis.com
https://redective.com
https://the-eye.eu

»Reddit Archive A non-searchable historical archive of Reddit posts.
Almost useless, but still worth mentioning.

»Rdddeck A simple tool for monitoring subreddits.

»DeaditArchive A small archive of various banned subreddits.

»Subreddit User Overlaps Type a subreddit name to list its overlaps

with other subreddits.

»Teddit An alternative, privacy-respecting, Reddit front-end.

»libreddit Another alternative front-end for Reddit.

»SocialGrep Allows you to track and set alerts of posts of your

preference. They also have historical data going back to 2010.

»Reddit Scraper Crawl posts, comments, subreddits, and users without
having to login.
»Redditle A Reddit-only Google search tool. Essentially the same as

adding site:reddit.com to a Google search.

»Better Reddit Search Reddit search tool for posts and subreddits

that has boolean filters via keywords and publication date.

»Reddit about.json Use the official Reddit service to view more

details about a user. Example: https://www.reddit.com/user/USERNAME-
HERE /about. json.

»LaterForReddit Use this tool to examine popular post trends for a
given subreddit. It'll examine the top 1,000 posts in that subreddit

in the past month/year, and tell you when they were posted.

»RedditDownloader Enter a username or subreddit and this tool will

automatically download all images, videos, and GIFs.

“ SnapChat

»Snap Map An interactive map that allows you to view public snaps

from a specific location, simply click on a general area.

»Snap Code Search Search for a username and see their Snap Code.

Simply edit the URL and input a username, like so.


https://redditarchive.com
https://rdddeck.com
https://deaditarchive.com
https://subredditoverlaps.com
https://teddit.net
https://libreddit.com
https://socialgrep.com
https://reddit-scraper.com
https://redditle.com
https://better-reddit-search.com
https://reddit.com/user/USERNAME-HERE/about.json
https://www.reddit.com/user/USERNAME-HERE/about.json
https://www.reddit.com/user/USERNAME-HERE/about.json
https://laterforreddit.com
https://redditdownloader.com
https://snapmap.com
https://feelinsonice.appspot.com/web/deeplink/snapcode?username=ENTERUSERNAME-HERE&size=400&type=SVG

»SnapChat Stories Enter a username and view any of their public
SnapChat stories as well as account information like display name,

Snap Code and Bitmoji avatar.

»GhostCodes Snapchat discovery platform that enables you to find new
people to follow on Snapchat, and allows "influencers" to grow their

following.

»PDF Snap Inc. Law Enforcement Guide A very useful guide for law

enforcement when dealing with SnapChat during an investigation.

»Archived copies can be found here (Wayback) and here (Library

Genesis).

+SoVIP Influencer Search Search for SnapChat users by username or

location. Very limited results, and some results may be NSFW.

-0SINTCombine SnapChat Multi-Viewer Enter a location and view

multiple SnapChat stories at once.

Social Media O5IHT Tools

1. Twitter/X
>TinfoLeak: A tool for creating detailed dossiers on Twitter
users, including data like name, username, location, followers,
devices, operating systems, hashtags used, user mentions, and

more.

»AccountAnalysis: A tool for evaluating the level of automation
in a Twitter account, retweeting habits, and frequent website

links.

»Account Change History Search: Shows the history of changes made
to a user's Twitter profile, including bio, location, and name

changes.

»Advanced Search on Twitter: Describes advanced Twitter search
operators to help refine search results on the platform.
»TruthNest: Analytics and statistics for a Twitter account, with

insights on tweets, followers, and engagement.

»TweetBeaver: A collection of tools for analyzing Twitter

accounts, including engagement patterns and metadata.


https://story.snapchat.com/@ENTER-USERNAME-HERE
https://ghostcodes.com
https://lawenforcement.snapchat.com
https://archive.org
https://sovip.com
https://osintcombine.com
https://tinfoleak.com
https://tinfoleak.com
https://www.accountanalysis.io
https://www.accountanalysis.io
https://spoonbill.com
https://spoonbill.com
https://twitter.com/search-advanced
https://twitter.com/search-advanced
https://truthnest.com
https://truthnest.com
https://tweetbeaver.com
https://tweetbeaver.com

»Shadowban Test: Test if a Twitter account is shadowbanned,

meaning its posts are hidden or restricted.

»GeoSocial Footprint: Allows users to view a Twitter user's geo-
social footprint by analyzing their location-tagged tweets and

social check-ins.

»BotSentinel: A tool that tracks and classifies inauthentic

accounts, bots, and trolls on Twitter.

»FollowerAudit: In-depth analysis of Twitter followers to
identify fake or inactive accounts based on profile data and

behavior.

»SocialBearing: Provides insights into users’ tweets, hashtags,

and engagement patterns.

»TweetBeaver: Various tools to help analyze Twitter accounts.

»TweetTopicExplorer: Retrieves recent tweets and displays the

most common words used in those tweets.

»MyTweetAlerts: Search Twitter for important tweets and set

custom alerts.

+FollowerWonk: Search Twitter bios, analyze location and activity
of followers, and compare users.
»BirdHunt: A query-building tool for finding recent tweets based

on location and keywords.

Social Media Tools (Other Platforms)

1. VKontakte (VK)

»Photo-Map: Search for geo-tagged posts from vk.com.

-»VK Search Engine: A Google Custom Search Engine (CSE) for
searching VK profiles.
+§E€V§E§E€F: A searchable database of over 67,000 posts, with a
CLI tool.
2. WhatsApp
SWACheck: Enter a WhatsApp number and see if the user is

currently online.


https://shadowban.eu
https://shadowban.eu
https://geosocialfootprint.com
https://geosocialfootprint.com
https://botsentinel.com
https://botsentinel.com
https://www.followeraudit.com
https://www.followeraudit.com
https://socialbearing.com
https://socialbearing.com
https://tweetbeaver.com
https://tweetbeaver.com
https://www.tweettopicexplorer.com
https://www.tweettopicexplorer.com
https://www.mytweetalerts.com
https://www.mytweetalerts.com
https://www.followerwonk.com
https://www.followerwonk.com
https://www.birdhunt.io
https://www.birdhunt.io
https://vk.com
https://vk.com
https://vk.com
https://vk.com
https://spevktator.com
https://spevktator.com
https://wacheck.net
https://wacheck.net

-WATools: Download WhatsApp profile pictures, check phone

numbers, and see if users are online.

»WhatsAnalyze: Analyze WhatsApp group messages, providing

statistics like word clouds and timelines.

»ChatVisualiser: A tool for visualizing WhatsApp chats.

YouTube Tools

1. YouTube

»YouTube GeoFind: Find geo-tagged videos and view them on a map.

»YouTube Comment Finder: Find comments for videos by searching

with video IDs or channel names.

»Amnesty International YouTube DataViewer: Enter a video URL to

view its metadata.

»Unlisted Video Search: A platform to search for and watch
unlisted YouTube videos.
2. YouTube Video Downloading and Metadata Tools
sPwnYouTube: Download a YouTube video by adding "pwn" to the URL.
»Get YouTube Thumbnail: Download the thumbnail of any YouTube

video.

»Filmot: A search engine for YouTube subtitles and video

metadata.

»YoutubeVideoFinder: Search for archived versions and gather

other video information by YouTube video ID.

General Social Hedia & O0OS5IHT Tools

1. 4chan and 8chan

»Archived.moe: A searchable archive of most 4chan boards.

-»Desuarchive: A searchable archive of various 4chan boards.

»4plebs: A searchable archive of specific 4chan boards, including
/pol/, /tv/, /sp/, and more.

sQresearch: A searchable archive of "QAnon" related posts from
8kun/8chan.


https://watools.com
https://watools.com
https://whatsanalyze.com
https://whatsanalyze.com
https://chatvisualiser.com
https://chatvisualiser.com
https://www.youtubeggeo.com
https://www.youtubeggeo.com
https://comment-finder.com
https://comment-finder.com
https://www.amnesty.org/en/latest/research/2022/03/youtube-data-viewer/
https://www.amnesty.org/en/latest/research/2022/03/youtube-data-viewer/
https://unlistedvideos.com
https://unlistedvideos.com
https://pwnyoutube.com
https://pwnyoutube.com
https://get-youtube-thumbnail.com
https://get-youtube-thumbnail.com
https://filmot.com
https://filmot.com
https://www.youtubevideofinder.com
https://www.youtubevideofinder.com
https://archived.moe
https://archived.moe
https://desuarchive.org
https://desuarchive.org
https://4plebs.org
https://4plebs.org
https://qresearch.wiki
https://qresearch.wiki
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Geospatial Intelligence (GEOIHT> and
Mapping Tools

GENERAL MAPPING SERVICES

-»Google Maps
A popular web mapping service from Google, providing features such
as satellite imagery, street maps, real-time traffic, and route

planning for various modes of transport.

Google Maps

»Bing Maps

A mapping service offered by Microsoft as part of the Bing search
engine, providing interactive maps and directions.

Bing Maps
~0penStreetMap

A collaborative, open-source project designed to create and provide
free editable maps of the world.

OpenStreetMap
-»Soar Earth
This platform enables exploration and downloading of satellite,
aerial, and drone imagery of Earth.
Soar Earth
»LocalFocus GIS Toolkit

A collection of mapping tools tailored for investigative research


https://maps.google.com
https://www.bing.com/maps
https://www.openstreetmap.org
https://soarearth.com

and journalism.
LocalFocus GIS Toolkit
-F4 Map

An interactive 3D world map for exploring geospatial data.

F4 Map

~Image Hunter

A specialized search engine featuring over 115 million images and

satellite data from around the world.

Image Hunter
~HereWeGo Maps
A free mapping service similar to Google Maps, offering offline map

downloads for mobile users.

HereWeGo Maps
~MapQuest

An online mapping service offering driving directions, live traffic
updates, and nearby business information.

MapQuest
»Maxar Archive Search

A comprehensive platform for commercial satellite imagery, allowing
users to explore and download historical images (subscription

required for best results).

Maxar Archive Search
-»Sentinel Hub EO Browser
A browser-based tool offering access to satellite imagery data to

support environmental and geographical analyses.

Sentinel Hub EO Browser
»Terria Australia
A resource for Australian geospatial investigations, providing high-

resolution imagery and mapping tools.

Terria Australia
-GeoHack Tools
A collection of tools for geospatial intelligence, offering maps,

satellite imagery, live weather, flight tracking, and more.

GeoHack Tools


https://localfocus.nl/en
https://f4map.com
https://www.imagehunter.com
https://wego.here.com
https://www.mapquest.com
https://www.maxar.com
https://apps.sentinel-hub.com/eo-browser
https://www.terria.gov.au
https://tools.wmflabs.org/geohack/

~NOAA Digital Coast
A service offering tools, data, and training to manage coastal
resources, with a focus on climate adaptation and ocean planning.
NOAA Digital Coast

»Wikimapia

An interactive map and wiki system to mark and describe geographical
locations worldwide.
-»City-Data

A platform providing detailed profiles of cities across the U.S.,
including data on crime, weather, demographics, and more.
City-Data
-»360cities

An interactive platform allowing users to explore panoramic images
taken from different locations worldwide.

360cities
~EOS Land Viewer

A satellite observation tool offering imagery and insights for
business and environmental purposes.

EOS Land Viewer
+Global Wetlands Map

An interactive map of wetlands, including marshes, swamps, and
floodplains worldwide.
Global Wetlands Map

~FreeMapTools
A resource providing tools to measure distances, search locations,

and mark up maps for various purposes.

FreeMapTools
»ArcGIS Living Atlas of the World

A comprehensive collection of geographic information, including maps
and data layers from around the globe.

ArcGIS Living Atlas

~»0verpass Turbo

A web tool to run Overpass API queries for OpenStreetMap data and


https://coast.noaa.gov/digitalcoast
https://wikimapia.org
https://www.city-data.com
https://www.360cities.net
https://eos.com/landviewer
https://www.global-wetlands.org
https://www.freemaptools.com
https://www.arcgis.com/home/item.html?id=69cc19e48135429b8fe2bc5a35c6b778

display the results on an interactive map.

Overpass Turbo
~MapChannels
A service allowing users to embed customizable maps into websites or

blogs, supporting various data formats like KML and GeoRSS.

MapChannels
-ISRO Geoportal

A portal providing visualization services and Earth observation data
from the Indian Space Research Organization (ISRO).

ISRO Geoportal

-GPS Coordinates
A simple tool to retrieve GPS coordinates for a specific address or

landmark.

GPS Coordinates
-»SunCalc

A tool that calculates the sunrise and sunset times based on
location.

SunCalc
-WhoDidIt

A service that identifies users who have edited specific areas on
OpenStreetMap.

WhoDidIt
~Dual Maps

A tool for combining Google Maps, aerial imagery, and Google Street
View into a single embeddable map control.

Dual Maps
»VirtualGlobeTrotting

Explore satellite images from famous locations worldwide, including

landmarks and celebrity homes.

VirtualGlobeTrotting
»VirtualVacation
A website offering virtual tours, live cameras, and games for

experiencing places from the comfort of home.

VirtualVacation


https://overpass-turbo.eu
https://www.mapchannels.com
https://geoportal.isro.gov.in
https://www.gps-coordinates.net
https://suncalc.net
https://whodidit.openstreetmap.org
https://www.dualmaps.com
https://www.virtualglobetrotting.com
https://www.virtualvacation.com

~EarthEngine
A platform that enables users to leverage Earth Engine's data

catalog and analytical tools for geospatial analysis.

EarthEngine
-The Degree Confluence Project
A photographic collection documenting the intersections of latitude

and longitude degree lines across the globe.

The Degree Confluence Project
-»Mapcarta

An open-source map exploring geographic information from
OpenStreetMap, Wikipedia, and other sources.

Mapcarta
~DarkSky Map

A 3D interactive map providing weather data layers like temperature,
UV index, cloud cover, and wind patterns.

DarkSky Map

~Mapy
A versatile online map with plenty of options for navigation and
exploration.

Mapy
~EuroGeoGraphics

A non-profit organization representing European national mapping and

cadastral authorities (subscription required).

EuroGeoGraphics
~MapChecking
A tool to estimate the number of people in a specific area for fact-

checking purposes.

MapChecking
~ShadeMap

An interactive map visualizing where shadows fall at any given time
and date.

ShadeMap
»0celli Project: Rakhine

A geospatial dataset documenting the displacement and genocide of


https://earthengine.google.com
https://confluence.org
https://www.mapcarta.com
https://darksky.net
https://mapy.cz
https://www.eurogeographics.org
https://www.mapchecking.com
https://www.shademap.com

the Rohingya ethnic group in Myanmar.

Ocelli Project: Rakhine
~HawkEye360

A platform for precise mapping of radio frequency emissions from
space, useful for tracking and geolocating sources.

HawkEye360

~Kakao Map

A highly detailed mapping service for South Korea.
Kakao Map

»0Online KML Viewer

A tool for viewing KML or KMZ files on an interactive map.

Online KML Viewer
-»Satellite.pro
Offers satellite and road maps, weather forecasts, and distance

measuring tools for locations around the world.

Satellite.pro
~EarthOnDemand
A service for searching and filtering satellite imagery based on

location and user preferences.

EarthOnDemand
»Sentinel-1 SAR Time Analysis Tool
A tool for analyzing Sentinel-1 SAR time series data with an

interactive map view.

Sentinel-1 SAR Time Analysis Tool
+Plus Codes Grid Service
A service displaying the Plus Codes grid for easier use of location-

based codes.

Plus Codes Grid Service
-What3Words

A location-based service dividing the world into 3-meter squares,
with each square identified by a unique set of three words.
What3Words

~PolyMaps

A platform providing fast display of multi-zoom datasets over maps,


https://ocelli.org
https://www.hawkeye360.com
https://map.kakao.com
https://www.kmlviewer.com
https://www.satellite.pro
https://www.earthondemand.com
https://www.michaelcruickshank.com
https://plus.codes
https://what3words.com

with various cartography styles.

PolyMaps

+Address Verification Map

An interactive map showing address format verification data for over

240 countries.

Address Verification Map
-Maps.co

A map creation tool allowing users to import custom data and share
interactive maps.

Maps.co
»MapMyIndia

A leader in digital map data, APIs, GPS navigation, and GIS

solutions in India, offering a 360° view mode.

MapMyIndia
-0SMZ

A mapping platform using OpenStreetMap and satellite imagery from
various providers, with links to Google Street View.

0SMZ
-SpyMeSat

A service providing access to search and purchase high-resolution
commercial satellite imagery.

SpyMeSat
~»FarEarth Observer

A platform offering near real-time satellite data, with images

available 15-30 minutes after recording.

FarEarth Observer


https://polymaps.org
https://www.addressverificationmap.com
https://www.maps.co
https://www.mapmyindia.com
https://www.osmz.ru
https://www.spymesat.com
https://www.farearth.com

Metwork and Internet
Maps

HE BACKBONE NETWORK MAP

A 3D WebGL map of Hurricane Electric’'s backbone network, global

submarine cables, and data centers worldwide.

HE Backbone Network Map
SUBMARINE CABLE MAP

An interactive, regularly updated map showcasing major global submarine

communication cables and landing stations.

Submarine Cable Map
INFRAPEDIA MAP

A comprehensive and versatile interactive map of internet

infrastructure. Registration is required for access.

Infrapedia Map
MAP OF THE INTERNET

A 3D interactive map of the internet, including search engine,
directory, and index. Over 1 billion internet domain hosts are

represented in 3D space.

Map of the Internet
HISTORICAL COMPUTER NETWORK MAPS

A collection of historical maps showing ARPANET, the internet, Usenet,

and other early computer networks.

Historical Computer Network Maps


https://www.he.net/maps/
https://www.submarinecablemap.com
https://www.infrapedia.com
https://www.mapofthinternet.com
https://www.digitalhistory.uh.edu

INDEXMUNDI INTERNET USERS BY COUNTRY

An interactive map showing global internet usage statistics by country,

with darker shades indicating higher values.

Indexmundi Internet Users by Country
INTERNET EXCHANGE MAP

A free, interactive map displaying over 300 active internet exchanges

and more than 500 related buildings, compiled by TeleGeography.

Internet Exchange Map
THE INTERNET MAPPING PROJECT

Launched at Bell Labs in 1998, this project collects and saves internet
topology data for research on routing issues, DDoS attacks, and graph

theory.

The Internet Mapping Project
CRTC BROADBAND COVERAGE MAP

A broadband coverage map for Canada provided by the Canadian Radio-

television and Telecommunications Commission (CRTC).

CRTC Broadband Coverage Map
LIGHTBOX CONNECTIVITY MAP

A service providing precise internet connectivity data across the United

States, available with a paid subscription.

Lightbox Connectivity Map
TELEGEOGRAPHY GLOBAL INTERNET MAP 2021

A collection of internet and telecom infrastructure maps from

TeleGeography.

TeleGeography Global Internet Map 2021


https://www.indexmundi.com
https://www.telegeography.com
https://www.internet-mapping.org
https://crtc.gc.ca
https://www.lightboxre.com
https://www.telegeography.com

US NATIONAL BROADBAND MAP

A map showing broadband availability and speeds in the U.S., with

detailed pricing data down to the census block level.

US National Broadband Map
PINGDOM MAP

A live map showing internet downtime and related statistics.

Pingdom Map
INTERNET MAP

An interactive representation of the World Wide Web, showing the

structure and connectivity of websites.

Internet Map
HALCYON 2021 MAP OF THE INTERNET

Inspired by historical map designs, this project visualizes the current

state of the World Wide Web in a clear and concise manner.

Halcyon 2021 Map of the Internet

Cell Tower Maps
OPENCELLID

The largest open database of cell towers, allowing users to view tower

information worldwide.

OpenCellID
SCADACORE US CELL TOWER MAP

A map with data on over 25,000 US cell towers, including tower and radio

information, useful for cellular network planning and troubleshooting.


https://broadbandmap.fcc.gov
https://www.pingdom.com
https://www.internet-map.net
https://halcyonmap.com
https://www.opencellid.org

SCADACore US Cell Tower Map
US CELLULAR TOWER LOCATOR

A platform offering information on US cell towers, along with a cellular

coverage map.

US Cellular Tower Locator
CANADIAN CELLULAR TOWER MAP

Displays the locations of tower sites across Canada, color-coded by

wireless provider.

Canadian Cellular Tower Map
CELL2GPS

A service to track GSM, WCDMA, TD-LTE, FDD-LTE, CDMA, and CDMA2000 cell
phones online by using Location Area Code (LAC), Cell ID, or other

identifiers.
Cell2GPS
UNWIRED LABS LOCATION API

Offers mobile positioning and mapping services globally through Location

as a Service (LaaS) API for developers. Requires registration.

Unwired Labs Location API
MLS MAP

The Mozilla Location Service (MLS) helps devices determine their
location based on network infrastructure like cell towers, Wi-Fi access

points, and Bluetooth beacons.
MLS Map
LTE ITALY

Maps showing LTE broadcasting towers of major Italian telecom providers,

including TIM, WindTre, Vodafone, and iliad.


https://www.scadacore.com
https://www.cellularcoverage.com
https://www.canadiantowerlocations.com
https://www.cell2gps.com
https://www.unwiredlabs.com
https://location.services.mozilla.com

LTE Italy
ANTENNASEARCH

A service providing detailed information about telecommunication towers

and antennas across the United States.

AntennaSearch

Landmark Recognition

HEYWHATSTHAT

A large collection of panoramic images from mountain summits around the

world, offering stunning views.

HeyWhatsThat
LANDMARK RECOGNITION

Upload a photo of a natural or architectural landmark to find its

location.

Landmark Recognition

PEAKVISOR

Discover the name, altitude, and other details about any mountain.
PeakVisor

PEAKFINDER

Provides the names of mountains and peaks in a 360° panoramic display,

covering over 850,000 peaks worldwide.

PeakFinder


https://www.lteitaly.com
https://www.antennasearch.com
https://heywhatsthat.com
https://landmarkrecognition.com
https://peakvisor.com
https://www.peakfinder.org

ALLEBURGEN CASTLE MAP

An interactive map featuring castles, palaces, and fortified buildings

across Europe.

AlleBurgen Castle Map
BRUECKENWEB

A comprehensive database of bridges from around the world, with search

functionality.

BrueckenWeb
BOLLARDS OF THE WORLD

A detailed list of different types of bollards used globally, complete

with images. A downloadable .pdf is available for offline use.

Bollards of the World
Y0]:10]24%

An interactive map showcasing the locations of Orthodox churches and

temples globally.

Sobory
CCD SCHOOL MAP

An interactive map of schools, colleges, and universities in the United
States.

CCD School Map
GEOHINTS

A visual reference database containing utility poles, bollards, license

plates, road signs, and more, perfect for GEOINT investigations.

GeoHints


https://www.alleburgen.de
https://www.brueckenweb.de
https://bollardsoftheworld.com
https://www.sobory.com
https://www.ccdschools.com
https://geohints.com

STRUCURAE

A structural engineering reference database that provides details about

clients, owners, construction specifications, and more.

Strucurae

Outdoor Activity Maps

A heatmap based on global athlete activity data, showing popular spots
for physical activity, updated monthly.

Strava Heatmap
RIDEWITHGPS

Search for cyclists by name or location and view maps of their bicycle

routes.

RideWithGPS
BIKEMAP

The world’s largest collection of cycling routes, searchable by country.

Registration is required to upload your own routes.
BikeMap
RUNMAP

A vast collection of running routes worldwide, with GPS data extraction

options.

RunMap


https://www.structurae.net
https://www.strava.com/heatmap
https://www.ridewithgps.com
https://www.bikemap.net
https://www.runmap.net

WANDERMAP

One of the largest collections of hiking routes, offering GPS data

extraction.
WanderMap
OPENROUTESERVICE MAP

An open-source route planner with features for car, heavy vehicles,

hiking, cycling, and wheelchair routing.

OpenRouteService Map
OPENCAMPINGMAP

A global map of campgrounds sourced from OpenStreetMap data.

OpenCampingMap
MAP OF MUSIC FESTIVALS

A map showcasing upcoming music festivals globally.

Map of Music Festivals
KOMOOT

A route planner for hiking, cycling, and running, with detailed maps.

Komoot
OPENCYCLEMAP

A global cycling map for planning cycling trips and viewing general

cycling routes.

OpenCycleMap
RALLY MAPS

A worldwide map of racing events, showing locations, routes, dates, and
historical data dating back to the 1970s.


https://www.wandermap.net
https://openrouteservice.org
https://www.opencampingmap.org
https://www.musicfestivalmap.com
https://www.komoot.com
https://www.openstreetmap.org

RENNAVARUET
MEDDIN BIKE-SHARING WORLD MAP

Provides information about bike rental stations, including those that

have closed or suspended services.

Meddin Bike-sharing World Map
WORLDWIDE SKATEPARK MAP

An interactive Google map showing skate park locations across the globe.

Worldwide Skatepark Map
SKATEPARKTOUR

A directory of skate parks throughout Canada.

SkateparkTour


https://www.rallymaps.com
https://www.meddin.com
https://www.skateparktour.com
https://www.skateparktour.ca

Drone Footage

TRAVELWITHDRONE

A database of drone footage, featuring a community of travel and

quadcopter enthusiasts. TravelWithDrone
DRONESTAGR. AM

A community for sharing drone photography, often described as "Instagram

for drones." Dronestagr.am
MIXKIT DRONE FOOTAGE

Free downloadable aerial drone footage from various global locations.

Mixkit Drone Footage
DRONEZON

Features a collection of drone videos showcasing breathtaking scenery

and action from around the globe. DroneZon
AIRVUZ

A platform for discovering, watching, and sharing breathtaking drone

videos, including footage from top drone racing pilots. AirVuz

PEXELS DRONE FOOTAGE

A collection of free drone videos available for download. Pexels Drone

Footage
ARTGRID

A library of free drone footage and videos from a variety of locations.
ArtGrid

MAP OF DRONE LAWS

An interactive map detailing drone laws by country. Map of Drone Laws


https://www.travelwithdrone.com
https://www.dronestagr.am
https://mixkit.co
https://www.dronezon.com
https://www.airvuz.com
https://www.pexels.com
https://www.pexels.com
https://www.artgrid.io
https://www.drone-laws.com

ENAIRE DRONES

Official site offering resources for drone pilots, including

aeronautical information to ensure safe operations. ENAIRE Drones

Other HMHapping Resources

WORLD MAP OF OSINT TOOLS

A map of open-source intelligence tools, curated and plotted by
@cyb_detective. World Map of OSINT Tools

GEONAMES

A geographical database with over 11 million place names, available for

free download. GeoNames
I KNOW WHERE YOUR CAT LIVES

A data visualization project that locates public images of cats based on

their EXIF metadata (latitude and longitude). I Know Where Your Cat

Lives
SHADOWCALCULATOR

A tool to calculate building shadows based on a specific location and

time, showing the sun’s azimuth and altitude. ShadowCalculator
GIGAPAN

Create and share interactive gigapixel panoramic images with high

resolution. GigaPan
SPEED CAMERA DB

An interactive map showing speed cameras and speed traps worldwide.

Speed Camera DB


https://www.enaire.es
https://www.osintmap.com
https://www.geonames.org
https://www.iknowwhereyourcatlives.com
https://www.iknowwhereyourcatlives.com
https://www.shadowcalculator.com
https://www.gigapan.com
https://www.speedcameradb.com

WHEELMAP

A global map showing wheelchair accessibility for various locations.

Wheelmap
WORLD MAP OF SOCIAL NETWORKS

A map showing the most popular social networks by country, along with

useful statistics. World Map of Social Networks
WORLD MAP OF ALPHABETS

A resource to identify where written languages or scripts are used

across the world. World Map of Alphabets
TRAVELTIME

Calculate how far you can travel from a location in a specific time

using different modes of transport. TravelTime
MCBROKEN

An interactive tool showing which McDonald’s locations currently have

broken ice cream machines. McBroken
MCBROKENAUSTRALIA

A McDonald's ice cream machine status map for locations in Australia.

McBrokenAustralia

I Imagery Intelligence (IMINT)

General Image Search

»PastVu: View old photos from 1826 to 2000 that have been geolocated
and plotted on a map.

»FaceSaerch: Uses Google to search for images of faces from a

specific keyword.


https://www.wheelmap.org
https://www.socialnetworkmap.com
https://www.alphabetmap.com
https://www.traveltime.com
https://www.mcbroken.com
https://www.mcbroken.com/aus
https://pastvu.com
https://pastvu.com
https://facesearch.google.com
https://facesearch.google.com

»IconFinder: Search for icons used for various apps and websites via
keywords.

sPicSearch: Search for images online via keyword.

»EGEGEEGE: See which companies have a logo that looks like a certain
object.

sMXFace: A great tool for comparing two faces to confirm identities.

You can have up to 250 free searches per day.
REVERSE IMAGE SEARCH

»PimEyes: A reverse image search engine that uses facial recognition
to find pictures containing given faces. Uncensored results require

a paid subscription.

»Yandex Reverse Image Search: Reverse image search with facial
recognition and character recognition turned on.

»TEEE;E: A reverse image search engine. It was the first image search
engine on the web to use image identification technology rather than

keywords, metadata, or watermarks.

»Google Images: Google reverse image search.

+Search4Faces: Search by image for VK, Odnoklassniki, TikTok,

Clubhouse, and Instagram profiles.

»FaceCheckID: Upload a face of a person of interest and discover
their social media profiles, appearances in blogs, videos, and news

websites.

»Baidu Image Search: A great reverse image search tool from Baidu.

Business Research and Trade Intelligence
(TRADINT)

General Business Search

»0OpenCorporates: Claims to be the largest open database of companies

and corporations globally.

»aiHit Company Database: A great tool that provides data on over 15

million companies, including detailed company information.


https://www.iconfinder.com
https://www.iconfinder.com
https://www.picsearch.com
https://www.picsearch.com
https://www.logobook.com
https://www.logobook.com
https://mxface.com
https://mxface.com
https://pimeyes.com
https://pimeyes.com
https://yandex.com/images
https://yandex.com/images
https://www.tineye.com
https://www.tineye.com
https://images.google.com
https://images.google.com
https://www.search4faces.com
https://www.search4faces.com
https://www.facecheck.id
https://www.facecheck.id
https://image.baidu.com
https://image.baidu.com
https://opencorporates.com
https://opencorporates.com
https://www.aihitdata.com
https://www.aihitdata.com

»Craft: Allows you to search for companies and access in-depth

information such as financials, analytics, and locations.

-»LEI Search: Search for legal entity identifiers (LEI) and find
related companies.
»0OpenLEIs: A free, open database to search for Legal Entity

Identifiers (LEI) and associated company data.

»Effect International: Provides business data for corporate risk, B2B
marketing, and sales. Includes information on over 170 million
companies across 200 countries. Subscription required.

sBizDirLib: A large business directory categorized by country.

»EIEEGFGEE: A directory of European businesses, categorized by
industry.

»EEEEIVE: Offers supply chain intelligence for global trade

companies. Subscription required.

»0OpenSanctions: An open-source sanctions database on persons and
companies of interest.

»TradeMap: Provides data on export performance, international demand,
and a directory of importing and exporting companies in various

formats such as tables, graphs, and maps.

»TendersInfo: Search for global tenders using keywords. Requires
registration. To view full data without registration, copy the

tender names and search for them on Google.

»RansomWiki: Check if a company or its partners have been involved in
ransomware attacks.
»PitchBook: Offers data on over 3.3 million companies, 1.6 million

deals, 390,000 investors, and 79,000 funds. Subscription required.

»CrunchBase: Find business information on both private and public

companies, including funding, industry trends, and more.

»ProPublica Non-Profit Explorer: A tool for exploring tax-exempt
organizations.

sLibrebor: Retrieve specific company details from the Spanish
Register, including acquisitions, incorporations, and NIF

validation.


https://craft.co
https://craft.co
https://www.gleif.org
https://www.gleif.org
https://www.openleis.org
https://www.openleis.org
https://www.effect-intl.com
https://www.effect-intl.com
https://www.bizdirlib.com
https://www.bizdirlib.com
https://www.bizeurope.com
https://www.bizeurope.com
https://panjiva.com
https://panjiva.com
https://www.opensanctions.org
https://www.opensanctions.org
https://trademap.org
https://trademap.org
https://www.tendersinfo.com
https://www.tendersinfo.com
https://ransomwiki.com
https://ransomwiki.com
https://pitchbook.com
https://pitchbook.com
https://www.crunchbase.com
https://www.crunchbase.com
https://projects.propublica.org/nonprofits
https://projects.propublica.org/nonprofits
https://www.librebor.com
https://www.librebor.com

Patents and Trademarks

»Google Patents: Search for patents, documents, and related patent

information on Google.

-»US Patent and Trademark Search: Search for U.S. patents, trademarks,

and copyright details.

-Espacenet Worldwide: A vast database with over 130 million patent

documents available for free.

-WIPO Global Brand Database: Gateway to over 46 million trademark

records from 71 national and international collections.

»Public Copyright Catalog: A searchable copyright catalog with

records starting from 1978 to the present.

Business Registries

»Worldwide Registries: A global business registry directory.

-EBRA Worldwide Registers: A directory listing worldwide business

registries.

»Around The World Company Registration: A directory offering many
global company research tools, also provides German-to-English

translation.

»0OpenOwnership: A company search tool offering extensive data,
searchable by company name or beneficial owner, and allows data

downloads.

-»Baumgartner Research: A large and well-organized list of business
registries and chambers of commerce from around the world.
COUNTRY AND REGION SPECIFIC REGISTRIES

Africa

»South Africa: Companies and Intellectual Property Commission: Search
for South African companies and intellectual property records

(registration required).


https://patents.google.com
https://patents.google.com
https://www.uspto.gov/trademarks/search
https://www.uspto.gov/trademarks/search
https://worldwide.espacenet.com
https://worldwide.espacenet.com
https://www.wipo.int/branddb/en
https://www.wipo.int/branddb/en
https://www.copyright.gov/records
https://www.copyright.gov/records
https://www.worldwidecompanysearch.com
https://www.worldwidecompanysearch.com
https://www.ebra.com
https://www.ebra.com
https://www.aroundtheworldcompanyregistration.com
https://www.aroundtheworldcompanyregistration.com
https://www.openownership.org
https://www.openownership.org
https://baumgartner-research.com
https://baumgartner-research.com
https://www.cipc.co.za

Resources

Europe

~Europe

»North Data: Provides easily understandable public company
information from sources like trade registers, funding registers,
patent registers, etc.

»Societe Ninja: Offers free public information on companies located
in France.

»Infoveriti: The largest supplier of business information in Poland,
offering an updated company database. Full access requires a paid
subscription.

-Norway Company Search: Detailed financial information on companies
in Norway.

-Sweden Company Search: Access to detailed financial data on
companies in Sweden.

-Denmark Company Search: Provides detailed financial data on
companies in Denmark.

»Armanian Electronic Register: Search for information about Armenian
organizations.

»UK Company House: Find registered addresses, filing history,
officers, annual returns, and more.

»Librebor: Offers detailed information on Spanish companies.

North America

-»Canada: Canada Business Registries Search: Search official
registries across various Canadian provinces and Corporations

Canada.

»United States: Secretary of State Business Search: Search for U.S.-

based businesses and obtain Secretary of State documents.


https://www.canadianbusinessregistries.ca
https://www.sos.ca.gov

“ Shipping and International Trade

»ImportYeti: Search through over 70 million U.S. Customs sea shipment

records, providing import analytics and company data.

»Tradint.io: A platform offering tools and resources for locating

trade information.

+52WMB: A trade data platform offering customs data, buyer/supplier

directories, B/L reports, and more (registration required).

“ Financial Intelligence (FININT)

+0CCRP Aleph: An investigative data platform with government records

and open databases, supporting journalists and activists.

»Candid 990 Form Search: A database for searching individual 996
forms for private foundations, public charities, and other
nonprofits.

»6535555: Similar to Candid, offering search capabilities for 990

forms from nonprofit organizations.

-»US OpenPaymentsData: Provides breakdowns of payments from

pharmaceutical and medical device companies.

»0OpenPayrolls: A site to search millions of public employee salary

records by name.

»France Transparency: Provides payment data received from

pharmaceutical companies and medical device firms in France.

+StAR: The Stolen Asset Recovery Initiative: A partnership supporting
international efforts to end safe havens for corrupt funds, offering

reports and AML information.

“ Cryptocurrency and Blockchain

General Analysis

-»Blockchain Explorer: Offers data on Bitcoin (BTC), Bitcoin Cash
(BCH), and Ethereum (ETH), including historical prices and

transaction details.


https://www.importyeti.com
https://www.importyeti.com
https://tradint.io
https://tradint.io
https://www.52wmb.com
https://www.52wmb.com
https://aleph.occrp.org
https://aleph.occrp.org
https://candid.org
https://candid.org
https://www.open990.org
https://www.open990.org
https://openpaymentsdata.cms.gov
https://openpaymentsdata.cms.gov
https://www.openpayrolls.com
https://www.openpayrolls.com
https://francetransparency.org
https://francetransparency.org
https://star.worldbank.org
https://star.worldbank.org
https://www.blockchain.com/explorer
https://www.blockchain.com/explorer

»Blockchair: A universal blockchain explorer for BTC, ETH, XRP, XLM,
BCH, LTC, DASH, BSV, DOGE, and more.

»BlockCypher: A blockchain explorer for Bitcoin, Ethereum, Litecoin,

Dogecoin, and Dash.

»Breadcrumbs: An open platform for tracing and monitoring

cryptocurrency transactions.

»CryptolLogos: Locate a cryptocurrency by its logo.

»CoinWink Alerts: Get email alerts when a specific cryptocurrency's

value changes.

»Crypto Currency Alerting: Set up alerts for cryptocurrency price
changes.

»EEEEEF: View the coins, tokens, and NFTs held in a wallet, along
with portfolio details.

sDeBank: An all-in-one cryptocurrency wallet and tracker that

monitors DeFi applications, interest rates, and more.

»Honeypot.is: Analyze token characteristics like sell tax and

pausable contract features.

->TokenSniffer: Provides details on a token's contract and a basic
analysis of its holders.

»BSC Scan: A leading blockchain explorer for Binance Smart Chain.

-Whale Alert: Tracks large and interesting blockchain transactions.

»Cosmos Address Convertor: Convert any Cosmos address into over 100

ecosystem blockchains.

Bitcoin {(BTC)» Specihc

»Bitcoin Block Explorer: A browser displaying Bitcoin block contents

and transaction histories.

-Blockstream Explorer: An open-source Bitcoin block explorer.

»BitcoinWhosWho: Provides tools for exploring Bitcoin blockchain

transactions and checking addresses for scam reports.

»WalletExplorer: Helps determine if Bitcoin addresses belong to the
same user or a mixer.

»BitRef: Displays the balance of a Bitcoin address.

»BitcoinAbuse: Tracks Bitcoin addresses associated with fraud or
blackmail.


https://blockchair.com
https://blockchair.com
https://www.blockcypher.com
https://www.blockcypher.com
https://breadcrumbs.io
https://breadcrumbs.io
https://cryptologos.cc
https://cryptologos.cc
https://www.coinwink.com
https://www.coinwink.com
https://www.cryptocurrencyalerting.com
https://www.cryptocurrencyalerting.com
https://zapper.fi
https://zapper.fi
https://debank.com
https://debank.com
https://honeypot.is
https://honeypot.is
https://tokensniffer.com
https://tokensniffer.com
https://bscscan.com
https://bscscan.com
https://whale-alert.io
https://whale-alert.io
https://cosmosaddressconverter.com
https://cosmosaddressconverter.com
https://www.blockchain.com/explorer
https://www.blockchain.com/explorer
https://blockstream.info
https://blockstream.info
https://bitcoinwhoswho.com
https://bitcoinwhoswho.com
https://www.walletexplorer.com
https://www.walletexplorer.com
https://www.bitref.com
https://www.bitref.com
https://www.bitcoinabuse.com
https://www.bitcoinabuse.com

»LearnMeABitcoin: Helps locate transactions between two Bitcoin

addresses.

»IntelX Bitcoin Search: A search engine for exploring Bitcoin

blockchain data.

»[PDF] Bitcoin: A Peer-to-Peer Electronic Cash System: The original

Bitcoin whitepaper by Satoshi Nakamoto.

Ethereum {(ETH» Specihc

-»Etherscan: View Ethereum blockchain transaction data.

Monero (XMR)» Specihc

»Monero Blocks: A blockchain explorer for Monero.

+XMRChain: Explore Monero blockchain data.

Dogecoin (DOGE) Specihc

»DogeChain: The official Dogecoin blockchain explorer.

I Investments and Stocks

»BrokerChecker: Research the professional backgrounds of brokers,

brokerage firms, and advisers.

-FINRA Disciplinary Action Search: Conduct a search for disciplinary

actions against brokers since 2005.

»Financial Secrecy Index: Ranks jurisdictions based on financial

secrecy and offshore activities.

»Enigma: A platform providing tools for small businesses, including

revenue insights and risk assessments.

»0penBB: An open-source investment research terminal.



https://learnmeabitcoin.com
https://learnmeabitcoin.com
https://intelx.io
https://intelx.io
https://www.bitcoin.org/bitcoin.pdf
https://www.bitcoin.org/bitcoin.pdf
https://etherscan.io
https://etherscan.io
https://moneroblocks.info
https://moneroblocks.info
https://xmrchain.net
https://xmrchain.net
https://dogechain.info
https://dogechain.info
https://brokercheck.finra.org
https://brokercheck.finra.org
https://www.finra.org
https://www.finra.org
https://fsi.taxjustice.net
https://fsi.taxjustice.net
https://www.enigma.com
https://www.enigma.com
https://openbb.co
https://openbb.co

Business Research and Trade Intelligence
(TRADINT)

General Business Search

»0OpenCorporates: Claims to be the largest open database of companies

and corporations globally.

»aiHit Company Database: A great tool that provides data on over 15

million companies, including detailed company information.

»Craft: Allows you to search for companies and access in-depth

information such as financials, analytics, and locations.

-»LEI Search: Search for legal entity identifiers (LEI) and find
related companies.
»0OpenLEIs: A free, open database to search for Legal Entity

Identifiers (LEI) and associated company data.

»Effect International: Provides business data for corporate risk, B2B
marketing, and sales. Includes information on over 170 million
companies across 200 countries. Subscription required.

sBizDirLib: A large business directory categorized by country.

»EEEEGFGEE: A directory of European businesses, categorized by
industry.

»EEEEEVE: Offers supply chain intelligence for global trade

companies. Subscription required.

»0OpenSanctions: An open-source sanctions database on persons and
companies of interest.

»TradeMap: Provides data on export performance, international demand,
and a directory of importing and exporting companies in various

formats such as tables, graphs, and maps.

»TendersInfo: Search for global tenders using keywords. Requires
registration. To view full data without registration, copy the

tender names and search for them on Google.

»RansomWiki: Check if a company or its partners have been involved in
ransomware attacks.
»PitchBook: Offers data on over 3.3 million companies, 1.6 million

deals, 390,000 investors, and 79,000 funds. Subscription required.


https://opencorporates.com
https://opencorporates.com
https://www.aihitdata.com
https://www.aihitdata.com
https://craft.co
https://craft.co
https://www.gleif.org
https://www.gleif.org
https://www.openleis.org
https://www.openleis.org
https://www.effect-intl.com
https://www.effect-intl.com
https://www.bizdirlib.com
https://www.bizdirlib.com
https://www.bizeurope.com
https://www.bizeurope.com
https://panjiva.com
https://panjiva.com
https://www.opensanctions.org
https://www.opensanctions.org
https://trademap.org
https://trademap.org
https://www.tendersinfo.com
https://www.tendersinfo.com
https://ransomwiki.com
https://ransomwiki.com
https://pitchbook.com
https://pitchbook.com

Investments and
Stocks

»BrokerChecker: A free tool from FINRA to help you research the

professional backgrounds of brokers, brokerage firms, investment

adviser firms, and individual advisers.

-FINRA Disciplinary Action Search: Search for FINRA disciplinary
actions since 2005, including opinions from the SEC and federal

appellate courts related to FINRA actions that have been appealed.

»Financial Secrecy Index: A politically neutral ranking tool that
helps you understand global financial secrecy, tax havens, and
illicit financial flows or capital flight by ranking jurisdictions
based on their secrecy levels and offshore financial activities.

»EEEEEE: A platform that provides small businesses in the U.S. with
real-time revenue insights, risk assessments, merchant transactions,
marketing tools, and a small business directory. Subscription
required.

»BEEEEE: An open-source project developing a modern investment

research terminal.

Banking

»Wikipedia - Lists of Banks (WikiLess): A worldwide directory of

banks and financial institutions, sourced from Wikipedia.

-SWIFT Code Lookup: A tool for looking up basic BIC information.

-SWIFT Message Standards: Provides a listing of standards for the
SWIFT financial network.

»FDIC BankFind: Locate current and former FDIC-insured banking
institutions by name, FDIC certificate number, website, or location.

Also tracks the history and financial trends of institutions.

-ABA Routing Number Lookup: Tool to look up financial institution

routing numbers with limited lookups.


https://brokercheck.finra.org/
https://brokercheck.finra.org/
https://www.finra.org/
https://www.finra.org/
https://www.financialsecrecyindex.com/
https://www.financialsecrecyindex.com/
https://www.enigma.com/
https://www.enigma.com/
https://openbb.co/
https://openbb.co/
https://en.wikipedia.org/wiki/List_of_banks
https://en.wikipedia.org/wiki/List_of_banks
https://www.swift.com/
https://www.swift.com/
https://www.swift.com/
https://www.swift.com/
https://www.fdic.gov/
https://www.fdic.gov/
https://www.aba.com/
https://www.aba.com/

»Country AML Reports: A large directory of Anti-Money Laundering
(AML) reports, organized by country.
-IBAN Checker: A tool to check the validity of an International Bank

Account Number (IBAN) and view associated bank information.

BIMNs and Card
InftTormation

»Credit Card Checker: Validate, verify, and check credit card or
debit card numbers.

SBIN List: Public web service for looking up credit and debit card
metadata, also offering a free API.

sBinBase: Virtual BIN lookup tool for merchants, payment processors,
fraud prevention specialists, and others, covering various card

types like credit, debit, prepaid, and gift cards.

Phusical Currency

»Wikipedia - List of Circulating Currencies (WikilLess): A list of

physical currencies in worldwide circulation, organized by country.

»World Currency Codes and Symbols: A list of currency codes and

symbols used by each country in the world.


https://www.financemagnates.com/
https://www.financemagnates.com/
https://www.iban.com/
https://www.iban.com/
https://www.creditcardvalidator.org/
https://www.creditcardvalidator.org/
https://www.bincodes.com/
https://www.bincodes.com/
https://www.binbase.com/
https://www.binbase.com/
https://en.wikipedia.org/wiki/List_of_circulating_currencies
https://en.wikipedia.org/wiki/List_of_circulating_currencies
https://www.xe.com/
https://www.xe.com/

Vaehicle and
Transpor tation
Intelligence (VYATINHT>

I Road Vehicles

Vehicle Recognition

»CarNetAI: An AI tool that identifies a vehicle's make, model, and

year with 97% accuracy from an image.

»Car Identification: A guide to learning and recognizing specific

cars.

»Vehicle Recognition: A system that accurately identifies vehicle
details from an image, including brand, model, year, and color.
»CarLogos: A database of vehicle manufacturer logos sorted by

country.

Vehicle Identification Humbers ((VIH)

-»VINDecoderz: A universal VIN decoder.

-»VIN Decoder: Search tool to gather more details from a VIN number.

»VIN Decoding Explained: A guide to understanding and decoding VIN

numbers.

+FaxVIN: Look up vehicle information, including specifications and
title, by VIN (best with a paid subscription).
»IntelX VIN Search: A VIN search engine by IntelX.

UK VIN Info: Search for UK-based VIN numbers and access details for

those vehicles.


https://www.carnet.ai/
https://www.carnet.ai/
https://www.carsguide.com.au/car-identification
https://www.carsguide.com.au/car-identification
https://www.carsguide.com.au/car-identification
https://www.carsguide.com.au/car-identification
https://www.carlogos.org/
https://www.carlogos.org/
https://www.vindecoderz.com/
https://www.vindecoderz.com/
https://www.vindecoder.net/
https://www.vindecoder.net/
https://www.autobahnautomotive.com/vin-decoding-explained
https://www.autobahnautomotive.com/vin-decoding-explained
https://www.faxvin.com/
https://www.faxvin.com/
https://www.intelx.com/
https://www.intelx.com/
https://www.vehicleenquiry.service.gov.uk/
https://www.vehicleenquiry.service.gov.uk/

“ License Plates

»World License Plates: A catalog of license plates worldwide,
organized by country, province, and state, with comprehensive

details.

»PlatesMania: A large collection of license plate images globally.

»LicensePlateMania: A collection of global license plate images

created by Jeroen Coninx.

»€uroplates: Collection of EU license plate pictures along with some

neighboring countries.

»How's My Driving NYC: Search for traffic and parking violations in

New York City using a license plate number.

»Deciphering Number Plates: Guides on interpreting license plates

from various countries.

»Map of License Plates in Europe: A simple map displaying different

license plate styles across European countries.

»Archived Copies Available Here: Links to archived versions.

UK License Plate S5earch

»Partial Number Plate Search UK: Search tool for UK registration

plates when not all characters are known.

»UK Number Plate Search: A government tool to search for UK

registration plates.

»Number Plate Check: Another UK tool to check for any registered

plate number.

»VehicleHistory: Search U.S. plate numbers for vehicle history and
details.

»FaxVIN: Look up U.S. license plates for vehicle details.

»SearchQuarry: A U.S. license plate search tool that requires a paid

subscription for best results.

»FindByPlate: Search for U.S. license plates and access vehicle

information.

»AutoCheck License Plate Search: A U.S. license plate search tool.
-»Ke Placa: A Brazilian database with over 100 million vehicle

records.


https://www.worldlicenseplates.com/
https://www.worldlicenseplates.com/
https://www.platesmania.com/
https://www.platesmania.com/
https://www.licenseplaterecognition.com/
https://www.licenseplaterecognition.com/
https://www.europlates.eu/
https://www.europlates.eu/
https://www.nyc.gov/
https://www.nyc.gov/
https://www.numberplates.co.uk/
https://www.numberplates.co.uk/
https://www.euplates.eu/
https://www.euplates.eu/
https://web.archive.org/
https://web.archive.org/
https://www.gov.uk/
https://www.gov.uk/
https://www.gov.uk/
https://www.gov.uk/
https://www.gov.uk/
https://www.gov.uk/
https://www.vehiclehistory.com/
https://www.vehiclehistory.com/
https://www.faxvin.com/
https://www.faxvin.com/
https://www.searchquarry.com/
https://www.searchquarry.com/
https://www.findbyplate.com/
https://www.findbyplate.com/
https://www.autocheck.com/
https://www.autocheck.com/
https://www.keplaca.com/
https://www.keplaca.com/

»PlaqueFree: A global license plate database with over 100,000

entries.

Recalls and Satety
HRatings

-NHTSA Recalls and Safety Ratings: Search for vehicle safety ratings,

recalls for vehicles, tires, parts, car seats, and more.

Ailrcratt

I Aircraft Tracking

»FlightRadar24: A global flight tracking service that provides real-

time information about thousands of aircraft around the world.

»PlaneFinder: Provides near real-time air traffic control information

on planes in various countries worldwide.

»FlightAware: Offers advanced, accurate, and actionable data and

insights, allowing users to search by flight number or route.

»FlightStats: Track real-time flight status, departures, arrivals,

airport delays, and other airport information.

»PlaneFlightTracker: Displays live air traffic tracking maps, airport
arrivals and departures, airline fleet monitoring in real-time, as

well as historical data and flight replays from the past 7 days.

»ADS-B Exchange: Provides live flight tracking, searchable by

registration details.

»AirNav RadarBox: A tracking portal that offers real-time updates
from over 12 different data aggregating sources, including ADS-B,
FAA SWIM, MLAT, ADS-C, and Oceanic Reports.

»GliderTracker: Live tracking data for European gliders and other

flights.



https://www.plaque.free/
https://www.plaque.free/
https://www.nhtsa.gov/
https://www.nhtsa.gov/
https://www.flightradar24.com/
https://www.flightradar24.com/
https://planefinder.net/
https://planefinder.net/
https://www.flightaware.com/
https://www.flightaware.com/
https://www.flightstats.com/
https://www.flightstats.com/
https://www.planeflighttracker.com/
https://www.planeflighttracker.com/
https://www.adsbexchange.com/
https://www.adsbexchange.com/
https://www.radarbox.com/
https://www.radarbox.com/
https://www.glidertracker.org/
https://www.glidertracker.org/

»Freedar UK: A live flight tracking map that includes military

aircraft data.

»DictatorAlert: A project that tracks the aircraft of authoritarian

regimes worldwide.

»Military Aircraft Tracker: Provides tracking information such as
routes and technical details for military aircraft flying over

specific territories.

»Icarus.Flights: A tool for analyzing uncensored aircraft activity
and tracing global aircraft ownership records. Requires a paid

subscription.

»ITAMilRadar: Tracks military flights over Italy and the

Mediterranean Sea.


https://www.freedar.uk/
https://www.freedar.uk/
https://dictatoralert.com/
https://dictatoralert.com/
https://www.militaryaircrafttracker.com/
https://www.militaryaircrafttracker.com/
https://www.icarus.flights/
https://www.icarus.flights/
https://www.itamilradar.com/
https://www.itamilradar.com/

Digital Hetwork
Intelligence [DHINTI]

| whors

»WhoisFreaks: An API that lets you search for WHOIS records by
company name, owner name, or keyword. Contains over 430 million

records, dating back to 1986. Requires registration.

»Whoisology: Search for WHOIS records and other data using domain
names, email addresses, or keywords. A paid subscription is required

for enhanced results.

»DomainBigData: Allows you to find registrants and other domains
owned by the same person using reverse WHOIS. Offers domain history,
related IP information, and more.

SMarcaria: Search WHOIS information in over 2,000 extensions,
including international ccTLDs and gTLDs.

5>IQ WHOIS: A WHOIS search tool that offers downloadable databases,
historical WHOIS records, and more.

sWhoisDS: Provides access to over 30 days' worth of newly registered

domains, updated daily.

I Internet Protocol Addresses [IP]

»IKnowWhatYouDownload: Search an IPv4 or IPv6 address to view the
most recent torrents that have been downloaded or are currently
being seeded.

>AbuseIPDB: A database of abuse reports. Search an IP address to see
if it has been involved in any abuse reports, malicious activity, or

spam campaigns.

»Hurricane Electric BGP Toolkit: Provides networking tools, including

BGP-related features.


https://www.whoisfreaks.com/
https://www.whoisfreaks.com/
https://whoisology.com/
https://whoisology.com/
https://domainbigdata.com/
https://domainbigdata.com/
https://www.marcaria.com/
https://www.marcaria.com/
https://iqwhois.com/
https://iqwhois.com/
https://www.whoisds.com/
https://www.whoisds.com/
https://www.iknowwhatyoudownload.com/
https://www.iknowwhatyoudownload.com/
https://www.abuseipdb.com/
https://www.abuseipdb.com/
https://bgp.he.net/
https://bgp.he.net/

+BGPView: A BGP toolkit and ASN routing lookup tool for debugging and

investigating IP addresses, ASN, ISPs, prefixes, and more.

»InfoSniper: Provides detailed IP geo-location information.
»IP Hub: An IP lookup tool with proxy and VPN detection. Free API

available, paid subscription required for enhanced features.

-»IP Quality Score: Offers fraud detection tools, including proxy and
VPN detection, bot detection, email validation, and more. Some tools
are free, full access requires a paid subscription.

>IP Teoh: A simple tool providing basic IP address information,

including geo-location, ISP, and proxy/VPN/TOR node detection.

»CentralOps: A collection of networking tools including ping,

traceroute, WHOIS, nslookup, and domain dossier.

+IP-Neighbors: Find neighboring websites, hostnames, and domains to

understand the hosting structure and density.

»NetworksDB: Provides information about IPv4/IPv6 addresses,
networks, and domains owned by organizations, including city-level
IP geo-location data and ASN info. Free API available.

»EEEFIEEBE: A user-maintained database of networks, offering
interconnection data.

sRobtex: Gathers public information about IP numbers, domain names,

hostnames, autonomous systems, routes, and more.

»IntelX IP Address Search: An IP address search tool offered by
IntelX.

»CriminalIP: Search for information about IP addresses, domains,
malicious links, phishing sites, and more.
»IPinfo: Provides detailed information about IP addresses. A paid

subscription is available for enhanced features.

»GreenSnow IP Blacklist: A constantly updated IP blacklist of known
spammers and malicious IP addresses.

»fﬁ?;ﬁ;fﬁ: A domain and IP bulk lookup tool that allows you to look
up domains, locations, ISPs, and ASNs for multiple hosts
simultaneously.

»§EGFTG§: A tool to detect VPNs, residential IPs, proxies, and bots

by entering an IP address.


https://bgpview.io/
https://bgpview.io/
https://infosniper.net/
https://infosniper.net/
https://iphub.info/
https://iphub.info/
https://www.ipqualityscore.com/
https://www.ipqualityscore.com/
https://www.ipteoh.com/
https://www.ipteoh.com/
https://centralops.net/co/
https://centralops.net/co/
https://www.ipneighbors.com/
https://www.ipneighbors.com/
https://www.networksdb.com/
https://www.networksdb.com/
https://www.peeringdb.com/
https://www.peeringdb.com/
https://www.robtex.com/
https://www.robtex.com/
https://intelx.io/
https://intelx.io/
https://www.criminalip.io/
https://www.criminalip.io/
https://ipinfo.io/
https://ipinfo.io/
https://greensnow.co/
https://greensnow.co/
https://www.infobyip.com/
https://www.infobyip.com/
https://www.spur.us/
https://www.spur.us/

“ Domain Name System [DNS] Records

->PTArchive: Search for historical reverse DNS records with over 230

billion records from 2008 onwards.

»PassiveDNS: Search for DNS records by domain name.
»IntoDNS: Checks the health and configuration of DNS and mail

servers.

»ViewDNS Info: Gathers a large amount of data about a given website
or IP address.
+DNSlytics: Offers DNS, MX, WHOIS, SPF lookups, and multiple reverse

search tools.

»dnstwister: An anti-phishing domain name search engine and DNS

monitoring service.

»DMNS: A tool for checking domain availability across extensions and

receiving notifications of any WHOIS or DNS changes.

»DomainCodex: Research domain information, including records, IP

addresses, page metadata, and location.

»IntelX Domain Search: A great domain search engine offered by
IntelX.

-DNS Institute: Allows domain owners to monitor DNS infrastructure

vulnerabilities and conformance through scheduled tests and reports.
sHost.io: An API for domain name data, uncovering new domains and

relationships between them. Requires a paid subscription.
»EEEEEBN§: A DNS search tool for finding subdomains, shared IPs, and

more.

»CompleteDNS: Research domain history and DNS details with over 20

years of data. Requires a paid subscription.

+DNSDumpster: A free tool for discovering hosts related to a domain,

useful for security assessments.


https://www.ptarchive.com/
https://www.ptarchive.com/
https://www.passivedns.com/
https://www.passivedns.com/
http://www.intodns.com/
http://www.intodns.com/
https://viewdns.info/
https://viewdns.info/
https://dnslytics.com/
https://dnslytics.com/
https://dnstwister.report/
https://dnstwister.report/
https://dmns.com/
https://dmns.com/
https://www.domaincodex.com/
https://www.domaincodex.com/
https://intelx.io/
https://intelx.io/
https://dnsinstitute.com/
https://dnsinstitute.com/
https://host.io/
https://host.io/
https://www.rapiddns.io/
https://www.rapiddns.io/
https://www.completedns.com/
https://www.completedns.com/
https://dnsdumpster.com/
https://dnsdumpster.com/

“ Website Analysis

Enumeration

-Wappalyzer: Discover which software versions are running on any
website.

sBuiltWith: Find out what technology is being used by a website.
sw3techs: See what technologies are being used by a website, such as

CMS, programming language, and web server.

+HackerTarget: Gather information about virtual hosts, server info,

and IP address reputation.

»NetCraft Site Report: Find out the infrastructure and technologies
used by any site.

sHexometer: Check what technologies are being used on any website.

»EEFEEFEB: Uncover the technologies used on websites.

5CMLabs: List websites using a particular technology, with contact
information such as emails and phone numbers.

»XE§I§EETB: Helps locate websites with the same owner by checking for
matching email addresses, Facebook app IDs, and nameservers.

sPulsedive: Enter a URL for threat intelligence reports, port scans,
IP details, subdomains, and other IOCs.

SMMHDAN: Calculate a website's fingerprint, including details about

HTML, favicon, certificates, and more.

»Snyk Vulnerability Scanner: Performs a basic vulnerability scan on a

website, detecting outdated technologies and security issues.

»CookieServe: Identify the cookies used by a website and understand

their purpose.

+Reverse Google AdSense: Locate domains using the same Google AdSense
ID.

»Lookyloo Web Forensics Tool: Capture and analyze websites for

forensics.

»The Favicon Finder: A free tool for finding icons on websites by

entering a URL.

-SOCRadar Deep Web Report: Search a domain for reports on its

exposure. Requires a paid subscription for full access.


https://www.wappalyzer.com/
https://www.wappalyzer.com/
https://builtwith.com/
https://builtwith.com/
https://w3techs.com/
https://w3techs.com/
https://hackertarget.com/
https://hackertarget.com/
https://www.netcraft.com/
https://www.netcraft.com/
https://hexometer.com/
https://hexometer.com/
https://larger.io/
https://larger.io/
https://www.cmlabs.com/
https://www.cmlabs.com/
https://www.analyzeid.com/
https://www.analyzeid.com/
https://www.pulsedive.com/
https://www.pulsedive.com/
https://mmhdan.com/
https://mmhdan.com/
https://snyk.io/
https://snyk.io/
https://www.cookieserve.com/
https://www.cookieserve.com/
https://www.reverseadsense.com/
https://www.reverseadsense.com/
https://lookyloo.com/
https://lookyloo.com/
https://www.faviconfinder.com/
https://www.faviconfinder.com/
https://www.socradar.io/
https://www.socradar.io/

»Well-Known.dev: Search well-known resources and terms served by ad

sites across the web.

»AdsByDomain: Scan a domain and visualize its ads.
»StylifyMe: Analyzes the style characteristics of a particular

website.

»Sitemap Generator: Crawl a website and generate a list of all URLs.

»Blacklight: A tool for checking web pages for privacy-invading

scripts, trackers, and ads.

+GA Checker: Identify which pages on a site contain Google Analytics

or AdWords tags.

»AADInternals: Extract information from an Azure AD tenant using this
OSINT tool.
»Netlas: Provides internet intelligence apps with technical

information about IPs, domains, websites, and more.

-»Visual Site Mapper: A free tool for generating site maps in graph

form, visually displaying links between pages.


https://well-known.dev/
https://well-known.dev/
https://adsbydomain.com/
https://adsbydomain.com/
https://stylifyme.com/
https://stylifyme.com/
https://www.sitemapgenerator.org/
https://www.sitemapgenerator.org/
https://www.privacytools.io/blacklight/
https://www.privacytools.io/blacklight/
https://www.gachecker.com/
https://www.gachecker.com/
https://github.com/AADInternals/
https://github.com/AADInternals/
https://netlas.io/
https://netlas.io/
https://www.visualsitemapper.com/
https://www.visualsitemapper.com/

HNeb Page Monitoring

»FollowthatPage: A change detection and notification service that

sends you an email when your favorite web pages have changed.

»WatchThatPage: A service that enables you to automatically collect
new information from any web page. Select which pages to monitor,

and it will track changes and gather new content for you.

»VisualPing: Enter a URL to monitor, then enter your email address.

This will notify you every time the page changes.

-»Carbon Dating The Web: Predict the birthday of any web page.

»GemiusAudience: Provides knowledge and data for online publishers,
investors, media agencies, and advertisers. For example, find out

how many visitors a website has in different countries.

»Defacer.ID: Archives and statistics of website defacements and cyber

vandalism.

Uniform Resource
Locators L[URL]
Redirecits and
Backlinks

->RedirectDetective: A free URL redirection checker that shows the

complete redirection path a URL goes through.

sWhereGoes: Tracks and traces URL redirects in detail.

+§B§6¥¥EF§: A tool for tracking and recording the redirection paths
of a URL.

-»SEO Spyglass Backlink Checker: A tool to find out how many sites are
linking to a certain web page. Requires registration to view full

results.


https://www.followthatpage.com/
https://www.followthatpage.com/
http://www.watchthatpage.com/
http://www.watchthatpage.com/
https://visualping.io/
https://visualping.io/
https://www.carbon-dating.com/
https://www.carbon-dating.com/
https://www.gemius.com/
https://www.gemius.com/
https://www.defacer.id/
https://www.defacer.id/
https://redirectdetective.com/
https://redirectdetective.com/
https://wheregoes.com/
https://wheregoes.com/
https://www.spyoffers.com/
https://www.spyoffers.com/
https://www.link-assistant.com/seo-spyglass.html
https://www.link-assistant.com/seo-spyglass.html

»Backlinks Analyzer: Shows how many websites are linking to a

specific web page.

»SpyFu: Provides website information, SEO analytics, backlinks, and

more by searching a URL.

»CheckShortURL: Expands URLs from most URL shortening services like
t.co, goo.gl, bit.ly, tinyurl.com, and more.

»URLScan: Scans URLs for malicious activity.

»0OpenLinkProfiler: A free link research tool that allows you to check

the backlinks of any website.

»Short Link Verification Cheatsheet: A list of techniques to verify

links from various URL shortening services.

Certihncate

Transparency [CT1

»crt.sh: A site to find all SSL/TLS certificates of a target domain.

»SSLMate: Instantly search Certificate Transparency logs for any
domain's SSL certificates using this convenient API.

SEntrust: Logs SSL/TLS certificates for domains issued by Entrust,
promoting transparency.

+SSL Tools: A useful resource for investigating SSL certificates.

Hireless Fidelity
CLWHiFa1]

»WiGLE: A crowd-sourced collection of wardriving information about

wireless networks and cell towers worldwide.
»Mylnikov API: A free API for getting latitude and longitude by Wi-Fi
BSSID or MAC address.



https://backlinkchecker.io/
https://backlinkchecker.io/
https://www.spyfu.com/
https://www.spyfu.com/
https://checkshorturl.com/
https://checkshorturl.com/
https://urlscan.io/
https://urlscan.io/
https://www.openlinkprofiler.org/
https://www.openlinkprofiler.org/
https://www.sient.pl/
https://www.sient.pl/
https://crt.sh/
https://crt.sh/
https://www.ssllabs.com/
https://www.ssllabs.com/
https://www.entrust.com/
https://www.entrust.com/
https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/
https://www.wigle.net/
https://www.wigle.net/
https://www.mylnikov.com/
https://www.mylnikov.com/

»0penWiFi: An API and database project that is still online despite
being idle since 2018.

»3WiFi: A crowd-sourced interactive map of wireless access points.

»RadioCells: A community project to collect data on cell tower and

Wi-Fi base stations.

»0OpenWiFiMap: A map of free Wi-Fi access points worldwide.

sWiMan: Find free Wi-Fi hotspots worldwide.

»WEEE§EEE€: Locate public Wi-Fi hotspots anywhere in the world.

»WEEE_EEE: Shows publicly available Wi-Fi networks by location, also
offers a mobile app.

BT WiFi: The UK's largest Wi-Fi hotspot network with over 5 million

hotspots nationwide.

»0OpenWiFiSpots: A site for searching free open wireless networks

worldwide.

»Airport WiFi: Provides Wi-Fi passwords for airports and lounges
globally.

Media Access Control
LHMAC]

-MAC Address Lookup: Lookup any MAC address and view the

manufacturer's name.

»MAC and OUI Lookup: Displays the manufacturer of a network card and

allows reverse lookups for registered MAC addresses.

-MAC Lookup: A tool to provide information about any MAC address.

->MAC Address Search: Another search tool for MAC addresses.

User Agents

»User Agent Parser: Lookup a browser user-agent and view details

about it, including software versions and 0S types.


http://www.openwifi.org/
http://www.openwifi.org/
https://www.3wifi.com/
https://www.3wifi.com/
https://www.radiocells.org/
https://www.radiocells.org/
https://openwifimap.org/
https://openwifimap.org/
https://www.wiman.me/
https://www.wiman.me/
https://www.wifispace.org/
https://www.wifispace.org/
https://www.wifimap.io/
https://www.wifimap.io/
https://www.bt.com/wifi/
https://www.bt.com/wifi/
http://www.openwifispots.com/
http://www.openwifispots.com/
https://www.airportwifi.com/
https://www.airportwifi.com/
https://www.macvendorlookup.com/
https://www.macvendorlookup.com/
https://oui.wikidata.org/
https://oui.wikidata.org/
https://maclookup.app/
https://maclookup.app/
https://macaddress.io/
https://macaddress.io/
https://www.useragentstring.com/
https://www.useragentstring.com/

»UA Parser: Displays your current user agent string.

»LocaBrowser: Test geo-targeted websites from different locations in

real-time.

Internet of Thingas
LIolTl Search

»Shodan: A search engine to find specific types of computers and IoT

devices connected to the internet.

»Censys: A search engine for finding internet-connected devices like
computers, servers, and other smart devices.

+ESEEE§E: A search engine for discovering open devices that are
vulnerable, often used by pentesters.

+?ﬁ§ﬁ§¥ﬁi: A search engine for IoT with a unique geographical index
of connected objects worldwide.

+EF€§NSI§E: Analyzes and labels internet scan and attack activity

into Anti-Threat Intelligence (ATI).

»Natlas: A collection of nmap scans, cataloging open ports and

software versions.

-ONYPHE: A search engine for open-source cyber threat intelligence

data collected via internet scanning.

-FOFA: A cyberspace search engine similar to Shodan, helping

customers find IP assets quickly.

»LeakIX: A search engine indexing open ports on the internet,

focusing on database and table names.

»BinaryEdge: Focuses on analyzing internet-wide data, requiring

registration for full access.

»FullHunt.io: A database of the entire internet's attack surface,
with search capabilities for domain, IP, technology, host, tag,

port, and more.



https://www.ua-parser.com/
https://www.ua-parser.com/
https://www.locabrowser.com/
https://www.locabrowser.com/
https://www.shodan.io/
https://www.shodan.io/
https://www.censys.io/
https://www.censys.io/
https://www.zoomeye.org/
https://www.zoomeye.org/
https://www.thingful.net/
https://www.thingful.net/
https://www.greynoise.io/
https://www.greynoise.io/
https://natlas.io/
https://natlas.io/
https://www.onyphe.io/
https://www.onyphe.io/
https://fofa.so/
https://fofa.so/
https://www.leakix.net/
https://www.leakix.net/
https://www.binaryedge.io/
https://www.binaryedge.io/
https://www.fullhunt.io/
https://www.fullhunt.io/

CCTY and WHebcams

»EarthCam: A global network of live-streaming webcam feeds.

»WebCamTaxi: A directory of open webcams organized by country and
location.

»BEEETSEEE: Catalogs live webcams found via search engines, plotted
on a map.

»Insecam: A large directory of open surveillance camera feeds

searchable by location or manufacturer.

+The Webcam Network: A large directory of open CCTV and webcam feeds.

»Windy Webcams: A directory of open webcam feeds worldwide,
previously known as "Lookr".

»WebcamMap: An interactive map of open IP camera feeds.

+SkylineWebcams: View live webcam feeds from around the world, sorted

by country.

»AirportWebcams: A directory of webcams from airports and runways

worldwide.

+KrooozCams: A directory of open IP cameras worldwide.

»London Traffic Cams: Live feeds from traffic cameras in London.

»London Traffic Cams 30 Day Archive: A 30-day archive of traffic
camera footage from London.
»Fisgonia: Directory of open IP cameras, plotted on a map (Spanish

website).

»List of Unsecured IP Cameras: An article listing unsecured IP

cameras with default credentials.

-IPVM Camera Calculator: Tool to design and calculate CCTV camera
layouts and field of view.
»CamVista: An outdated directory of open IP cameras, still useful.

»Deckchair: A directory of live camera feeds organized by location.

»Surveillance Under Surveillance: Displays cameras and guards almost

everywhere.

»Ukraine Live Cams: A large collection of live and real-time webcams

in Ukraine plotted on a 3D map.



https://www.earthcam.com/
https://www.earthcam.com/
http://www.webcamtaxi.com/
http://www.webcamtaxi.com/
https://www.opentopia.com/
https://www.opentopia.com/
https://www.insecam.org/
https://www.insecam.org/
http://www.webcamnetwork.com/
http://www.webcamnetwork.com/
https://www.windy.com/webcams
https://www.windy.com/webcams
https://www.webcammap.com/
https://www.webcammap.com/
https://www.skylinewebcams.com/
https://www.skylinewebcams.com/
https://www.airport-webcams.com/
https://www.airport-webcams.com/
https://www.kroooz.com/
https://www.kroooz.com/
https://www.londontrafficcams.co.uk
https://www.londontrafficcams.co.uk
https://www.londontrafficcams.co.uk/archive
https://www.londontrafficcams.co.uk/archive
https://www.fisgonia.com/
https://www.fisgonia.com/
https://www.security.org
https://www.security.org
https://www.ipvm.com/calculators
https://www.ipvm.com/calculators
http://www.camvista.com/
http://www.camvista.com/
https://www.deckchairwebcams.com/
https://www.deckchairwebcams.com/
http://www.surveillance.com/
http://www.surveillance.com/
https://www.ukrainewebcams.com/
https://www.ukrainewebcams.com/

Public Buckets

»Public Buckets: A tool for finding public AWS and Azure buckets and

documents via keywords.

»GreyHatWarfare Bucket Search: A tool for listing open AWS S3 buckets

and searching for interesting files.

Exploits and ProoT of
ConceptT [FoCl

+E;5185E5§: An archive of exploits, vulnerabilities, shellcode,
@days, security articles, whitepapers, and more. Managed by
Offensive Security.

SMITRE CVE: The mission of the CVE program is to identify, define,
and catalog publicly disclosed cybersecurity vulnerabilities.

SNIST NVD: The U.S. government repository of standards-based
vulnerability management data represented using the Security Content
Automation Protocol (SCAP). It enables automation of vulnerability

management, security measurement, and compliance.

-CVE Details: Browse for vendors, products, and versions, and view

CVE entries and vulnerabilities related to them.

»VulDB: A vulnerability database documenting and explaining security

vulnerabilities, threats, and exploits since 19760.

»CVE Trends: Crowdsourced CVE intelligence and trends.

-»0day.today: A database and marketplace for both public and @day
exploits.

SRouterPwn: An outdated database of router exploits.

sVulners: Claims to be the largest correlated database of

vulnerabilities and exploits.



https://www.public-buckets.com/
https://www.public-buckets.com/
https://greyhatwarfare.com/
https://greyhatwarfare.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://cve.mitre.org/
https://cve.mitre.org/
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nbnssp800-53-rev5.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nbnssp800-53-rev5.pdf
https://www.cvedetails.com/
https://www.cvedetails.com/
https://www.vuldb.com/
https://www.vuldb.com/
https://www.cve.org/cve/trends
https://www.cve.org/cve/trends
https://0day.today/
https://0day.today/
https://www.routerpwn.com/
https://www.routerpwn.com/
https://vulners.com/
https://vulners.com/

Advanced Persistent
Threats [APTs]

-MITRE ATT&CK Groups: A great collection of known APT groups that are

currently in operation as well as those that are no longer active.
»[XLSX] APT Groups and Operations: A large list of known APTs

organized by country of operation.

-[IMAGE] APT Operation Groups: A collection of infographics
displaying the various known and currently active cyber operation
groups per country.

seCrime.sh: Monitors over 98 actor-maintained ransomware and data
leak sites and provides insights into the data. Requires a paid

subscription.

Malware and Malware
Analysis

»vx-underground: The best source for malware samples available on the
internet. They also have large archives of various whitepapers,

zines, and other interesting things.

»Malware Traffic Analysis: A source of pcap files and malware
samples. Since 2013, the site has published over 2,000 blog entries
about malicious network traffic.

sDarkFeed: A live feed of malicious indicators of compromise (IOCs),
including domains, URLs, hashes, and IP addresses.

+ﬁ515€5§5: A resource for rapid identification and actionable context
when investigating malware.

sAbuse.ch: A research project at the Bern University of Applied
Sciences (BFH) that includes MalwareBazzar, botnet C&C trackers, SSL

blacklists, and more.


https://attack.mitre.org/groups/
https://attack.mitre.org/groups/
https://attack.mitre.org/resources/apt-groups-and-operations-xlsx/
https://attack.mitre.org/resources/apt-groups-and-operations-xlsx/
https://www.mitre.org/attack-operation-groups
https://www.mitre.org/attack-operation-groups
https://ecrime.sh/
https://ecrime.sh/
https://vx-underground.org/
https://vx-underground.org/
https://malware-traffic-analysis.net/
https://malware-traffic-analysis.net/
https://darkfeed.io/
https://darkfeed.io/
https://malpedia.caad.fkie.fraunhofer.de/
https://malpedia.caad.fkie.fraunhofer.de/
https://abuse.ch/
https://abuse.ch/

»URLHaus: A project from abuse.ch to share malicious URLs used for

malware distribution.

»FireHOL IP Lists: Analyzes security IP feeds, mainly related to
online attacks, service abuse, malware, botnets, and other
cybercrime activities.

sRansom-DB: Provides real-time ransomware tracking, focusing on

ransomware groups and their victims.

»RansomWatch: A constantly updated database that tracks ransomware

operators.

»RansomlLook: A simple tool to monitor ransomware groups and markets,

providing information on breached/leaked data.

»Threat Intelligence Platform: Combines several threat intelligence
sources to provide insights on threat hosts and attack

infrastructure. Requires a paid subscription.

Personal ConnecTion
Prohling

»GRC SheildsUP: A tool for profiling your internet connection and
router for exposure, potential vulnerabilities, and open ports.

>IPLeak: See what information you're giving away while browsing the
internet, including IP addresses, DNS leaks, WebRTC leaks,

fingerprints, and user-agent.

»BrowserLeaks: A gallery of security testing tools showing what kind
of personal data is leaked by your browser and how to protect
yourself from it.

-DNS Leak Test: A simple tool to check for DNS leakage.

-WebKay: A demonstration of all the data your browser knows about
you, which can be accessed by any website without asking for

permission.

»PrivacyTests: An open-source list of web browser privacy tests.


https://urlhaus.abuse.ch/
https://urlhaus.abuse.ch/
https://firehol.org/
https://firehol.org/
https://ransom-db.com/
https://ransom-db.com/
https://ransomwatch.com/
https://ransomwatch.com/
https://ransomlook.com/
https://ransomlook.com/
https://www.threatintelligenceplatform.com/
https://www.threatintelligenceplatform.com/
https://www.grc.com/shieldsup
https://www.grc.com/shieldsup
https://ipleak.net/
https://ipleak.net/
https://browserleaks.com/
https://browserleaks.com/
https://www.dnsleaktest.com/
https://www.dnsleaktest.com/
https://webkay.robinlinus.com/
https://webkay.robinlinus.com/
https://github.com/privacytests/privacytests
https://github.com/privacytests/privacytests

»Trackography: A tool to see who is tracking you when browsing

popular news sites.

Browser Extension
Resources

»CRXcavator: Automatically scans browser extension stores every 3

hours, producing a risk score for each extension.

»Crx4Chrome: A catalogue of Chrome extensions with metadata and older

version downloads.

»Firefox Legacy Collector Dump: A large archive of legacy Firefox

browser extensions.

»ca-archive: A collection of classic Firefox add-ons created before

the WebExtensions change.

Other Tools

»Domains-Index: An index of registered domains sorted by TLD. Allows

you to download lists of registered TLDs in CSV format.
»ZoneFiles: An index of registered domains sorted by TLDs. Updated

daily and requires a paid subscription.

»Zone-H: An internet security portal containing news, advisories,

analyses, forums, and a large archive of website defacements.

»Default Router Settings: A list of default settings and login
credentials for over 2,000 routers.
»0penSezMe: Contains over 6,000 default credentials for routers and

IoT devices.

»Bowserling: Allows you to view a website in a different browser

online.

»ISP Quick List: A free database that lists ISPs for various types of

connections, sorted by country.


https://trackography.org/
https://trackography.org/
https://www.crxcavator.io/
https://www.crxcavator.io/
https://www.crx4chrome.com/
https://www.crx4chrome.com/
https://github.com/Firefox-Legacy
https://github.com/Firefox-Legacy
https://www.archive.org/details/ca-archive
https://www.archive.org/details/ca-archive
https://www.domains-index.com/
https://www.domains-index.com/
https://www.zonefiles.io/
https://www.zonefiles.io/
https://www.zone-h.org/
https://www.zone-h.org/
https://www.routerpasswords.com/
https://www.routerpasswords.com/
https://www.opensezme.com/
https://www.opensezme.com/
https://bowserling.com/
https://bowserling.com/
https://www.ispquicklist.com/
https://www.ispquicklist.com/

»ISP Today: A worldwide database of internet service providers.

»Wikipedia - Lists of Internet Service Providers by Country

(WikiLess): A list of ISPs organized by country.

+API Guesser: Enter an API key or token to find out which service it
can be used by.
»IEMI.info: Check the brand and model of a device based on its IMEI

number.

+SNDeepInfo: A service for checking serial numbers of phones,

smartphones, cameras, and household appliances.

»Yandex Ranking Factor Explorer: A list of ranking factors that

Yandex uses to rank websites in their search results.
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Signals Intelligence (SIGINT) - Radio

Frequencies

. Signal Identification Wiki

. RadioGarden

. Live Online Radio

. RadioNet

. Broadcastify
. Radiooooo0

. OpenMHz

. RadioReference

. American Archive of Public Broadcasting
. GlobalTuners

11.
12.
13.
14.
15.

Wide-Band WebSDR

Digital Frequency Search

DXing

American Disaster Shortwave Frequencies

Bearcat Family Radio Frequencies


https://www.isptoday.com/
https://www.isptoday.com/
https://en.wikipedia.org/wiki/List_of_ISPs
https://en.wikipedia.org/wiki/List_of_ISPs
https://en.wikipedia.org/wiki/List_of_ISPs
https://en.wikipedia.org/wiki/List_of_ISPs
https://www.apiguesser.com/
https://www.apiguesser.com/
https://www.imei.info/
https://www.imei.info/
https://sndeep.info/
https://sndeep.info/
https://tech.yandex.com/
https://tech.yandex.com/
https://www.sigidwiki.com
https://radio.garden
https://www.liveonlineradio.net
https://www.radionet.com
https://www.broadcastify.com
https://radiooooo.com
https://www.openmhz.com
https://www.radioreference.com
https://americanarchive.org
https://www.globaltuners.com
https://websdr.ewi.utwente.nl:8901
https://www.digitalfrequencysearch.com
https://www.dxing.com
https://www.cqsantafe.com/frequencies
https://www.bearcat1.com

I General Darknet Search

1.
2.

Haystack - https://haystack.is

DarkOwl - https://www.darkowl.com

The Onion Router (TORD)
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. TOR Exit Nodes - https://check.torproject.org/exit-addresses

. ExoneraTor - https://exonerator.torproject.org

. TorWHOIS - https://www.torwhois.com

. Ahmia Link Graph - https://ahmia.fi/

. D3 TOR Relay Node Map - https://torstatus.blutmagie.de/

. TOR Node List - https://metrics.torproject.org/rs.html

. TOR Search Engines and Directories:

»Ahmia - https://ahmia.fi

»0OnionLand Search Engine - https://onionlandsearch.com

-»Dargle - https://dargle.me
»HiddenWiki - https://thehiddenwiki.org

+Hidden Services Today - https://hiddenservicestoday.com

Miscellaneous TOR Resources

() BNNS ) IR ~ NN OV)

. Darknet Market Buyers Bible - https://dnmbuyer.info
. Dropgangs - The Future of Darknet Markets - https://

www.dropgangs.com

. Ransomware Group Sites - https://ransomwaregroup.onion

. NullTrace - https://nulltrace.org
. Njalla - https://njal.la

. CafeDread - https://cafe.dreadforum.com

Invisible Internet Project (IZ2P)

1.

I2P Search - https://www.i2p-search.com

2. Ahmia I2P Search - https://ahmia.i2p

3.

Nekhbet I2P Links - https://i2p-nodes.org


https://haystack.is
https://www.darkowl.com
https://check.torproject.org/exit-addresses
https://exonerator.torproject.org
https://www.torwhois.com
https://ahmia.fi/
https://torstatus.blutmagie.de/
https://metrics.torproject.org/rs.html
https://ahmia.fi
https://onionlandsearch.com
https://dargle.me
https://thehiddenwiki.org
https://hiddenservicestoday.com
https://dnmbuyer.info
https://www.dropgangs.com
https://www.dropgangs.com
https://ransomwaregroup.onion
https://nulltrace.org
https://njal.la
https://cafe.dreadforum.com
https://www.i2p-search.com
https://ahmia.i2p
https://i2p-nodes.org

FresMet

1. FreeNet Documentation - https://freenetproject.org

2. Freesite Connectivity Graph - https://www.freesitegraph.org

eMule

1. Online eMule Client - https://emuleproject.net

2. eMule Safe Server List - https://emule-serverlist.com

FeroMet

1. Whonix ZeroNet Wiki - https://github.com/Whonix/ZeroNet

Interplanetary File System (IPF5)

1. IPSE - https://www.ipse.1io

2. IPFS Search - https://search.ipfs.io

3. IPFS Datasets - https://www.ipfs.io/datasets

FidoHMet

1. FidoNet Nodes - https://www.fidonet.org

2. FidoNet Node Visualization - https://visualization.fidonet.org

Usenet

1. NZBFriends - https://www.nzbfriends.com

2. Usenet Provider Map - https://www.usenetprovidersmap.com

I General People Search

. Melissa Lookups - https://www.melissadata.com

. SocialCatfish - https://www.socialcatfish.com

. Verecor - https://www.verecor.com

. UFind Name - https://www.ufind.name

. Pipl - https://pipl.com
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. Phonebooks - https://www.phonebooks.com


https://freenetproject.org
https://www.freesitegraph.org
https://emuleproject.net
https://emule-serverlist.com
https://github.com/Whonix/ZeroNet
https://www.ipse.io
https://search.ipfs.io
https://www.ipfs.io/datasets
https://www.fidonet.org
https://visualization.fidonet.org
https://www.nzbfriends.com
https://www.usenetprovidersmap.com
https://www.melissadata.com
https://www.socialcatfish.com
https://www.verecor.com
https://www.ufind.name
https://pipl.com
https://www.phonebooks.com

7. xLek - https://www.xlek.com

8. Cloob - https://www.cloob.com

9. BehindTheName - https://www.behindthename.com

10. How Many of Me - https://howmanyofme.com

11. Business Card Search - https://www.businesscardsearch.com

12. IntelX Person Search - https://intelx.io

13. The Gazette Public Notices - https://www.thegazette.co.uk

14. FindMyPast - https://www.findmypast.com

15. Lullar.com - https://www.lullar.com

Vital Records and Census

Vital Record Search Tools - https://stevemorse.org

. US Census Record Database - https://www.census.gov

. UK Census Online - https://www.census.gov.uk

1.
2
3
4. Social Security Death Index Search - https://www.ssdmf.info
5. SlaveVoyages - https://www.slavevoyages.org

6

. Ellis Island Passenger Search - https://

www.libertyellisfoundation.org

7. VoterRecords - https://www.voterrecords.com

Military and Genealogy

1. Fold3 - https://www.fold3.com
2. Genealogy:

»Ancestry - https://www.ancestry.com

»GenealogyOnline - https://www.genealogyonline.com

»FamilySearch - https://www.familysearch.org

-»US National Archives Resources for Genealogists - https://

www.archives.gov/research/genealogy

»Archives Canada Genealogy and Family History - https://www.bac-

lac.gc.ca

»CubaGenWeb - https://www.cubagenweb.org

Court Records

1. JudyRecords - https://www.judyrecords.com


https://www.xlek.com
https://www.cloob.com
https://www.behindthename.com
https://howmanyofme.com
https://www.businesscardsearch.com
https://intelx.io
https://www.thegazette.co.uk
https://www.findmypast.com
https://www.lullar.com
https://stevemorse.org
https://www.census.gov
https://www.census.gov.uk
https://www.ssdmf.info
https://www.slavevoyages.org
https://www.libertyellisfoundation.org
https://www.libertyellisfoundation.org
https://www.voterrecords.com
https://www.fold3.com
https://www.ancestry.com
https://www.genealogyonline.com
https://www.familysearch.org
https://www.archives.gov/research/genealogy
https://www.archives.gov/research/genealogy
https://www.bac-lac.gc.ca
https://www.bac-lac.gc.ca
https://www.cubagenweb.org
https://www.judyrecords.com

. CaseLaw Access Project - https://case.law

. CourtListener - https://www.courtlistener.com

. CourtRecord - https://www.courtrecord.com

. DocketAlarm - https://www.docketalarm.com

. SearchSystems - https://www.searchsystems.net

. UniCourt - https://www.unicourt.com

. BRB Public Records - https://www.brbpublications.com

. New Zealand Court Records - https://www.courtsofnz.govt.nz
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. ICJ Document Search - https://www.icj-cij.org

Criminal Records

1. USA Arrests - https://www.usa-arrests.com
2. BC CSO - https://www.cso.bc.ca

3. Myrotvorets - https://myrotvorets.center
4. Sex Offenders:
»FamilyWatchdog - https://www.familywatchdog.us

»National Sex Offenders - https://www.nsopw.gov
-IBB Claims UK - https://ibbclaimsuk.com

Inmate Records

. The Inmate Locator - https://www.bop.gov/inmateloc

. InmateAid - https://www.inmateaid.com

. BOP Inmate Locator - https://www.bop.gov/inmateloc

. JailBase - https://www.jailbase.com
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. The Inmate Search - https://www.inmatesearch.info

I General Email Tools

. Epieos Email Tool - https://epieos.com

. Email Header Analyzer — https://mxtoolbox.com/EmailHeaders.aspx

. Free Email Scraper — https://www.freeemailscraper.com

. HaveIBeenEmotet — https://haveibeenemotet.com

. Email-Format — https://email-format.com
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. Hunter.io — https://hunter.io
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I Data Breach Search

1. HaveIBeenPwned — https://haveibeenpwned.com

2. BreachDirectory — https://www.breachdirectory.com
3. DeHashed — https://www.dehashed.com

4. IntelX - https://intelx.io

5. MyPWD — https://mypwd.com

6. Leaked Site — https://www.leakedsite.com

7. WeLeakInfo — https://www.weleakinfo.com

8. LeakPeek — https://www.leakpeek.com

9. LeakedSource — https://www.leakedsource.com

10. LeakCheck — https://www.leakcheck.com

11. HotSheet — https://www.hotsheet.com

12. Leak-Lookup — https://www.leak-lookup.com

13. Am I Breached — https://www.amibreached.com

14. ScatteredSecrets — https://www.scatteredsecrets.com

15. SkidSearch — https://www.skidsearch.com

16. SnusBase — https://www.snusbase.com

17. Personal Data Leak Checker — https://www.dataleakchecker.com

18. Data Breach Checker — https://www.databreachchecker.com

19. Ashley Madison Search — https://www.ashleymadisonsearch.com

20. PwnDB Onion — https://pwndbonion.com

21. Leaked.Domains — https://www.leaked.domains

22 . DeepSearch Onion — https://deepsearchonion.com
23. CheckLeaked — https://www.checkleaked.com

24. Breached.co — https://www.breached.co

25. BreachChecker — https://www.breachchecker.com
26. HackCheck — https://www.hackcheck.com

27. ProxyNova COMB Search — https://www.proxynovacombsearch.com

28. Illicit Services — https://www.illicitservices.com

Pretity Good Privacy (PGP)

1. MIT PGP Public Key Server — https://pgp.mit.edu

2. PGP Global Directory — https://www.pgpglobaldirectory.com
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3. OpenPGP Key Search — https://keyserver.ubuntu.com

4. Keybase — https://keybase.io

5. PGP SKS Keyserver Dump — https://pgp.sks-keyservers.net

I General Phone Number Tools

1. National Cellular Directory: https://

www.nationalcellulardirectory.com/

. SpyDailer: https://www.spydailer.com/

. Cellulaire: https://www.cellulaire.com/

. 800notes: https://800notes.com/

. FoneFinder: https://www.fonefinder.net/

. Payphone Directory: https://www.payphonedirectory.com/

. Country Codes: https://countrycode.org/
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. Wikipedia - List of Country Dialing Codes: https://en.wikipedia.org/

wiki/List_of_country_calling_codes

9. Global Prepaid SIM Registration Policies: https://

www.prepaidgsm.net/

10. NummerSearch: https://www.nummerupplysning.se/

11. Phonerator: https://www.phonerator.com/

12. ZLookup: https://www.zlookup.com/
13. IntelX Phone Number Search: https://intelx.io/

Whites-Yellow Page Directories

. Phonebook of the World: https://www.phonebookoftheworld.com/

. Directories Abroad: https://www.directoriesabroad.com/

. InfoBel: https://www.infobel.com/

. Al1lPages: https://www.allpages.com/

. SuperPages: https://www.superpages.com/

. World White Pages: https://www.worldwhitepages.com/

. World Yellow Pages: https://www.worldyellowpages.com/
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. GetHuman: https://www.gethuman.com/
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I General Username Tools

. WhatsMyName: https://www.whatsmyname.app/

. AnalyzeID Username Search: https://www.analyzeid.com/

. IDCrawl: https://www.idcrawl.com/

. UserSearch: https://usersearch.org/

. UserHunt: https://www.userhunt.io/

. InstantUsername: https://instantusername.com/

. PeekYou: https://www.peekyou.com/
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. SearchPOF: https://www.searchpof.com/

O

. CheckUsernames: https://www.checkusernames.com/

10. KnowEm: https://knowem.com/

11. CheckUser: https://www.checkuser.io/

12. ClaimBrand: https://www.claimbrand.com/

13. PyPI User Search: https://pypi.org/user/

14. Usersearch.io: https://usersearch.io/

15. Namevine: https://www.namevine.com/

16. NameCheck: https://www.namecheck.com/
17. NAMINT: https://namint.com/
18. IntelX Username Search: https://intelx.io/

Gaming

GAMING FORUMS

. SteamCommunity: https://steamcommunity.com/

. GameFAQ: https://www.gamefaqs.gamespot.com/

. IGN Boards: https://www.ign.com/boards

. NeoGaf: https://www.neogaf.com/
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. GTAinside: https://www.gtainside.com/

STEAM

. SteamID: https://steamid.xyz/

1

2. SteamSpy: https://steamspy.com/
3. SteamDB: https://steamdb.info/
4

. SteamRep: https://steamrep.com/
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. STEAMID/IO: https://steamid.io/
. Steam ID Finder: https://steamidfinder.com/

. FindSteamID: https://www.findsteamid.com/
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. SteamDiscovery: https://steamdiscovery.com/

XBOX LIVE AND PLAYSTATION NETWORK

1. XboxGamertag: https://www.xboxgamertag.com/

2. Tracker.gg: https://tracker.gg/

3. PSNProfiles: https://psnprofiles.com/

4. PSN Trophy Leaders: https://www.psntrophyleaders.com/

Game Specihfc

ROBLOX

1. Rolimons: https://www.rolimons.com/

MINECRAFT

1. Minecraft-Statistics: https://minecraft-statistics.net/

2. MinecraftUUID: https://minecraftuuid.com/

3. NameMC: https://namemc.com/
4. MCProfile: https://mcprofile.net/

LEAGUE OF LEGENDS AND FORTNITE

1. LoLProfile: https://www.lolprofile.net/

2. Fortnite Tracker: https://fortnitetracker.com/

3. LoL-Archiver: https://lol-archiver.com/

I Leaked Data Sets

1. WikilLeaks: https://wikileaks.org/
»Publishes leaks and classified media from various sources
worldwide, with a focus on government, corporate, and

organizational transparency.
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. CryptoMe: https://cryptome.org/

+A website that publishes documents related to freedom of
expression, privacy, cryptology, national security, and

intelligence.

ICIJ Offshore Leaks: https://www.icij.org/investigations/offshore-
leaks/

»Contains data from the Panama Papers, Offshore Leaks, and

Paradise Papers, offering insights into offshore finance.

ICIJ Luxembourg Leaks: https://www.icij.org/investigations/

luxembourg-leaks/
»A collection of documents related to Luxembourg's tax rulings

for multinational companies, which were leaked by the ICIJ.

. Distributed Denial of Secrets: https://ddosecrets.com/

»A non-profit organization focused on enabling free and open data

transmission to the public interest.

. WikiSpooks: https://wikispooks.com/
»An open-source encyclopedia focused on deep political topics,
including hidden, controversial issues in government and

corporate matters.
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Organized Crime and Illicit Trade

. InsightCrime: https://www.insightcrime.org/

»Provides criminal history, latest news, and investigative
reports organized by country, focusing on the drug trade, armed

groups, and other criminal activities.

. Global Initiative: https://globalinitiative.net/

»A network of independent experts focused on organized crime's

impact on human rights, democracy, governance, and development.

. Organized Crime Observatory: https://

www.organizedcrimeobservatory.org/
»0ffers the latest research, books, reports, and news on

organized crime.

. Numbeo Crime Database: https://www.numbeo.com/crime/

»A resource for comparing crime levels and safety worldwide,

including detailed crime data for various cities.

Crime Databases and Wanted Lists

. CBSA Tattoo Identification Handbook: https://archive.org/web/

»An archived copy of the tattoo identification handbook, useful

for identifying gang-related tattoos.

. LocalCrimeNews: https://www.localcrimenews.com/

-»A database for searching crime-related news articles by

location.

. 0ddCrimes: http://www.oddcrimes.com/

»A catalog of news stories and articles regarding unusual or

bizarre crimes.

. Mugshots: https://www.mugshots.com/

»Search for mugshots of convicted criminals in the United States.

. Most Wanted Fugitives: https://www.interpol.int/en/How-we-work/

Notices/View-Yellow-Notices

»A listing of the most wanted fugitives by INTERPOL.
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10.

11.

12.

13.

INTERPOL Wanted Persons Search: https://www.interpol.int/en/Crimes/

Criminals

+Search for fugitives in INTERPOL's database.

. DEA Most Wanted: https://www.dea.gov/wanted

»The U.S. Drug Enforcement Administration's list of wanted

fugitives.

FBI Ten Most Wanted Fugitives: https://www.fbi.gov/wanted/topten
»A list of the FBI's top 10 most wanted criminals.

. ATF Most Wanted: https://www.atf.gov/wanted

»A list of the most wanted fugitives by the Bureau of Alcohol,

Tobacco, Firearms, and Explosives.

ICE Most Wanted: https://www.ice.gov/wanted
»A list of the most wanted fugitives by U.S. Immigration and

Customs Enforcement.

US Marshals Most Wanted: https://www.usmarshals.gov/

»U.S. Marshals' list of most wanted criminals.

Wanted by the RCMP: https://www.rcmp-grc.gc.ca/en/wanted
»A list of most wanted fugitives by the Royal Canadian Mounted

Police.

Europe's Most Wanted Fugitives: https://www.europol.europa.eu/

»A list of Europe's most wanted criminals, maintained by EUROPOL.

Here are the links and tools related to Identification and Licenses

across various countries:

General Identification and Licenses

. World's Vehicle Documents: https://www.prado.euo.europa.eu (PRADO

website)
»A collection of international vehicle documents and

identification tools.

PRADO: https://www.prado.euo.europa.eu
»Provides documents from EU member states, detailing information

on travel documents.
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Social Security Humbers (55H)

1. Social Security Place of Issue Lookup: https://www.ssa.gov/foia/
»Check the location where a Social Security Number (SSN) was

issued.

2. Social Security Investigative Tool: https://www.ssa.gov/
»A tool to understand the format and decoding of SSNs.
3. Guide to Deciphering SSNs: [PDF] Available in the library or
archives for historical SSN data.
4. The Social Security Number From 1937-2018: http://www.libgen.rs/

»Historical and detailed guide on the use of SSNs.

5. What Does Your SSN Say About You?: https://www.ssa.gov/ssnumber/

»A breakdown of how SSNs represent personal data.

Country-Specific Tools for Identification and
Licenses

AUSTRALIA

1. Western Australia Driver's License Status Enquiry: https://

www.transport.wa.gov.au

-Check the status of a Western Australian driver'’s license.

2. Queensland Driver's License Status Check: https://www.qld.gov.au

»Verify Queensland driver’'s license details.

BELGIUM

1. CheckDoc: https://www.checkdoc.be
»A real-time tool to verify the status of Belgian identity

documents (stolen, lost, expired).

BULGARIA

1. Personal Document Validity Check: http://www.bulgarian.gov
»Validate Bulgarian identity cards, driver’'s licenses, passports,

etc.
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2. BGR PIN Number Check: https://www.bgr-pin-check.bg

»Verify Bulgarian personal identification numbers (PIN).

CANADA

1. BC Security License Verification: https://www.bcsecurity.gov

»Validate the security worker and business licenses in British
Columbia.

2. BC Dentist License Lookup: https://www.cdsbc.org/

»A tool to look up the validity of dentist licenses in British
Columbia.

CZECH REPUBLIC

1. Invalid Document Search: https://www.czechgov.cz

»Verify Czech ID cards, passports, and firearms licenses for
validity.

ESTONIA

1. Document Validity Check: https://www.estonia.ee

»Check the validity of Estonian identification documents by
number .

2. Residency Permit Validity Check: https://www.eesti.ee

»Verify the validity of Estonian residency permits.

GREECE

1. Passport Query System: https://www.greekpassport.gov.gr

+Search for Greek passports to identify wanted or reported
documents.

ITALY

1. Stolen and Lost Identity Documents: https://www.poliziadistato.it
+Check if Italian identity documents, such as passports or

driver’s licenses, are reported lost or stolen.
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LATVIA

1. Invalid Document Check: https://www.latvia.gov
»Check if Latvian documents (ID, passport, etc.) are expired or

invalid.

NORWAY

1. Control Guide for Norwegian Passports: https://web.archive.org/

»Security details for Norwegian passports.

POLAND

1. Driver's Qualification Check: https://www.poland.gov

->Check the status of Polish driver’s licenses.

2. Polish ID Card Information: https://www.poland.gov

»Details on the Polish national ID card system.

RUSSIA

1. Passport Validity Check: https://www.russia.gov

»Verify the validity of Russian passports.

SLOVAKIA

1. Stolen Document Search: https://www.slovakia.gov

»Verify stolen Slovakian personal documents.

SWEDEN

1. Passport Validity Check: https://www.sverige.se

+Check Swedish passport and national ID card status.

2. Upplysning: https://www.upplysning.se
»Discover tax information and access the Swedish social security

number system.

UNITED KINGDOM

1. ID Document Validation Guide: https://www.gov.uk

»Learn how to verify UK identification documents' authenticity.
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2. Driver's License Check: https://www.gov.uk/check-driving-licence

»A tool for checking the validity of UK driver's licenses.

UKRAINE

1. Invalid Document Check: https://www.ukraine.gov

»Check Ukrainian personal documents for validity.


https://www.gov.uk/check-driving-licence
https://www.ukraine.gov

“ Dictionaries, Translation, and Decoding

General Translation

»Google Translate: Translate text, documents, and websites from any

language into any other language.

»Google Document Translation: Allows you to translate document files
with ease. Works with
.doc, .docx, .odf, .pdf, .ppt, .pptx, .ps, .rtf, .txt, .xls, and
.x1lsx file types.

»DeepL Translator: Translate text and full document files instantly

using AI.

»Yandex Translate: Synchronized translation for 100 languages,
predictive typing, dictionary with transcription, pronunciation, and

usage examples, and many other features.

»Translation2: Another free online translation tool.
»Typelt: Handy keyboard shortcuts that take zero time to learn.

Allows you to switch between languages while typing.

»Morse Code Translator: A simple tool that allows you to translate
Morse code into readable text.

»Stars21: Combines translators from Google, Bing, Baidu, Yandex, and
more into one simple tool.

>PDF Regional Naming Conventions: This document describes the

different naming conventions used in a variety of different

languages. Archived copy.

>Translit: A handy Cyrillic transliteration tool. This will come in
handy when working with Russian, Belarusian, Ukrainian, Armenian
names.

»EEEEVE: Alternative front-end for Google Translate, serving as a
Free and Open Source translator with over a hundred languages
available.

»EEQZ[BESE: Use this multilingual virtual keyboard if you need to

type in a foreign language.
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»WALS Languoid: Helps you determine the local language by latitude

and longitude.

»The Speech Accent Archive: Helps determine where a person is from by

identifying their accents.

+Speech-To-Text: The IBM Watson Speech to Text service uses speech
recognition capabilities to convert Arabic, English, Spanish,
French, Brazilian Portuguese, Japanese, Korean, German, and Mandarin
speech into text.

sGrammica: This free online grammar check uses a fully advanced
machine-learning algorithm to identify and grammar, spelling,

punctuation, and syntax errors in your writing.

»GrammarChecker: Allows you to check grammar, spelling, punctuation,
vocabulary, and other writing mistakes.

»Apertium: A great open-source machine translation platform.

General Dictionaries

»Ethnologue: Discover and research the world's 7,139 known living

languages.

»Urban Dictionary: A crowd-sourced dictionary for common online and

urban slang.

»Emojipedia: An encyclopedia of emojis.

»Smart-Words: A dictionary of abbreviations and acronyms commonly

used in SMS and chat rooms. Mostly for the boomers.

»TranslatedlLabs: This language identifier calculates the similarity
of a text with previously inserted reference texts and identifies

the language.

»WhatLanguagelIsThis: Just copy and paste a text snippet that you want

identified into the text box above and click "Go".

»Texas Glossary: A glossary of slang terms commonly used in Texas,
USA.
>PDF Hobo Code Symbols: A few images that help translate and

visualize "Hobo Code". Archived copy.
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“ General Cracking and Decoding

»CyberChef: One of the best online tools for decoding and encoding
texts and files. Created by the GCHQ.

»dCode: An online toolkit for decoding messages encoded in many
different types of ciphers.

»Cryptii: Modular conversion, encoding, and decoding toolkit.

»RapidTables: A collection of tools for conversion and decoding.
»Hashes: Crack MD5, SHA1, MySQL, NTLM, SHA256, and SHA512 hashes

online.

»CrackStation: CrackStation uses massive pre-computed lookup tables

to crack password hashes.

»EpochConverter: A free online tool that converts Unix timestamps

into a human-readable format.

Closing Hotes:

This OSINT resource list was provided to you by Hack Academy. We hope
you found this collection of tools and websites useful in your open-
source intelligence gathering endeavors. Whether you're a beginner or an
experienced investigator, these resources are sure to assist you in

uncovering valuable insights.

If this resource has piqued your curiosity and you're eager to learn
even more, we invite you to join our hacking community or support us on
Patreon! Become part of our ever-growing network of hackers,

researchers, and enthusiasts.

Join our Hacking Community: whop.com/pro-hack-academy

Grab Hacking Cheat Sheets: buymeacoffee.com/hackacademy/extras

Stay curious, keep learning, and remember—-OSINT is a powerful tool when
used responsibly. Thank you for using Hack Academy, and we wish you the

best of luck in your research and investigations!


https://gchq.github.io/CyberChef
https://www.dcode.fr
https://cryptii.com
https://www.rapidtables.com
https://www.hashes.com
https://crackstation.net
https://www.epochconverter.com
https://whop.com/pro-hack-academy
https://buymeacoffee.com/hackacademy/extras

Stay safe, and happy hacking!




